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Title: SYSTEM FOB AUTOMATING AND MANAGING 

AK BNTERFBISE IP ENVraONMENT 

5 This application is a contiw»atioto-in-part of Ser.No. 09/687^510 filed 

October 12, 2000 which dairoed priority to Provisional Ser.No. 
60/169,129 filed Octob er 12, 1999; and a continuatioli-in-part of Ser.No, 
[US Express Mail BLa0982712lUS]« filed November 3, 2000 which 
daimed priority to Provisional Scr.Na 6Qa63,877 ffled November 6. 
10 1099; ttis application also daims piriotity to ^ovisiona] Ser.No. 

60/165.140 ffled November 12, 1999. 

TECBNICAL FIELD 

The invention relates to knowledge management systems; more particularly it 
relates to $y3tem8 for automating and managinif an enterprise IP environment! with 
16 global oommunicataona network capabilities. 

BACKGROUND OF THE INVENTIOM 

The eignificance of intellectual property (IF} is growing daily. More and more, 
CGvporations realise the importance of preservingandproteetingtheoe vital asseta^and 
a select few even appreciate how to capitalize on them. However, the real underlyinff 

20 issue that has not bean addressed, up until now, is that in toda/a digital enterprise 
there is a tremendous need for a reliable^ real*time system for creating, preservingand 
building value &om corporate IP assets. This model must be in synch with toda/s 
digital world and enterprise environment and operate on a continoous. real time basis. 
It must work transparently with the way in which employees work and innovate. It 

26 wufit be a uaeftil productivity tod ibr IP attorneys and coxpoxate counselors. And it 
must safeguard and protect the most valuable assets a company owns* its intellectual 
capital. 

Many companies are only recently recognizing 1^ nae in significance of IP as 
a core asset. However, even with heightened awareness, most continue to operate in 
80 antiquated ways, relyingon "defensive mechanisms " such aa legalistic paperwork and 
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cumbersome proeeduxBs. These techniques are expensive time-iatenfiive, and 
inadequately suited for today's difijtal environmeiLt, sinoe tb^ fail to operate in reel 
time. 

Todso^i very few companies use At« potential of information tedhnology to 
5 streamline processes^ promote new innovation, and docum ent and protect their assets. 
Often, thdr employees at jus c about evezy level are undereducated and unaware of the 
risks of inadvertent disclosure or competitive loss-^setting the atege for future 
disputes and oftenleadiagtoUtigation. or even worse, the pmnanent loss of valuable 
trade secrets. 

10 Most significantly, virtually all cotporationa underestimate the strate^e value 

of their IP, and therefore, fail to capitalize on the full potential of it. Aud even while 
recognizing the growing significance of IP assets, there are essentially no companies 
that do an elective job at providing the knowledge-connectivity^ and incentive for 
new innovationa. 

16 In toda/a job market* employees are more mobile than ever before. Mergers, 

acquisitiona, and downsizing are just a ftw of &e reasons. The result ia a constantly 
changing workforce, and the constant creation, disclosure^ and tumorver of corporate 
intellectuBl property. And whereas it is perfectly legal for a hii^ skilled employee 
to leave and go to work with a competitor, taking with him or her his own sfcilb aud 

20 experience, it is not lawful to leave with proprietary company information. 

Tbese trends of hii^er worker mobihty and the increasing value of digital 
assets have converged to create a tremendous opportunify for a new solutioD. 
Companies cSirtainly want to avoid additional litigation nightmares, when even a 
singls trade aectet dispute or patent infringement suit can cost well ovar $1 millioa in 

25 legal fees. Douglas Diotz, prixu^ple scientist at Adobe eysteme. commenting on a 
patent izxfringement suit describedhow ithad costthecompany more than $4.5 milfion 
in legal fees and expenses alone, not to mention over 8,500 hours of bis time— die 
equivalent of two, full years of working time. Most remarkably, this was a case that 
Adobe had won, initi aUy and on appeal Clearly, an effective means for mitigating the 

SO risk of a costly lawsuit would be of great benefit to many leading technology 
companies. 

For the most part, individual employees don't want or intend to break trade 
secret laws, steal proprietary assets or roifiappropriatcaecapet files. Theyjustwantto 
pursue the opportunities af£orded to them in the free marketplace. In many cases, the 

. 2 
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ooze issue* the one that becomes highly volatile, is that it is nearly impoesible to 
disoem betwe en oompaziy IP assete and individual skills and k&o«Ie4ge. Coupled with 
the fact that companies do a very poor joh of idfintiiying their IP assets in the first 
pIace--62% of companies have do procedures for reporting information loss. This 
6 tension becomes the catalyst for another wasteful lawsuit, pitting the company against 
e^*employee. The company, quite self*ng^bteous]y, stakes a claim to a btoad range of 
trade secrets; and the emptoyee> defends by pleading that the information is in the 
public domain, or part of his general skills and knowledge. Just recently, In anotiitt 
high pzofile suit tiiat illustrates this growing problem, Motorola, Inc. sued Intel for 
10 hiring away a number of ite key employees. Aa Intel spokeqwrson said Ihe aedon was 
taken solely to protect Motorala'aintellsctttal property, which it diatacterized as its 
Tifehlood.'' 

As a further example of the sencusness of this issue, in 1998 the American 
Sodetyfor Industrial Security (ASIS) reported that IP losses for U«S* companies migjit 

15 exceed $260 blUion annually. Ftv^more, five times more companies feel the issue 
ofintellectoal property loss is increasing. With the nation's oompetitivaness riding on 
our ability to maintain technologiGal superiority, losing trade secrets can be 
devastating. What makes matters worse is that most companies don't know, nor have 
they taken action to find out what their specific trade secrets are, and whether or not 

20 they are legol^ protected. This only adds to the potential of a future lawsuit, since 
only a lengthy hearing of the £Bcts can ultimately determine the 'Vi^t and wnmg.** 
SlaWt expensive end outmoded legal precautions, and time-oonsuming audits 
are not the answer in this day and age of rapid product devek>puent. Toke^their 
competitive edge, and topromoteinnovation and eaphalise on knowledge assets, there 

25 is a Zkeed for a new eolntioak — an innovative way of managing IP property. 

In the past, intellectual property was not as pressing an issue as it has now 
become. The connection between an idea and the creation of wealth was less direct, 
and the road from the one to the other was traveled at a more leisurely pace. By 
contrast, in toda/s infbrmation-inte&sive economy, that connection is immediate and 

30 intense. Knowledgeisnow^drivfng&imbdiindiniiemtionandtheGreation^^ 
weakfa. 

Within many of toda/e companies, innovation fuels hi^ market caps, not 
tangiblo assots as in tho past* The trends of hi^er worker mobility and widespread 

3 
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litLg&tion» coupled wi& tibe inore»isg value of digital assets have ooffverged to create 
a tremendoaa oppoitunity for a new eolutiOB. 
Need tosr an Innovation Management System 

The preponderance of adjectives such as "monitoring," "protection," "litigation^ 
5 and "security" immediately conjures up images of "Big Brother." And while proper 
' oversight cannot and sh wild not be ignored, this ^mctzonality in and of itself foils to 
address an even more imp^tant issue: How efSectively do compazues promote 
innovation? After all, if youaeoeptlliefBctthattPisbeoomin^moreaxidmorecritical, 
then shouldn't companies treat it like their corporate fives depend upon it? 

10 Most companies do very Kttle to tap into the vast resources of knowledge that 

exist inside their own ori^anizatians. One Fortune 100 Compeziy offers a $100 dinner- 
fcor-two award ibr new ideas submitted by email to the corporate counselor. That* s not 
much of an incentive, when you consider the other options available to today's 
employees, e^edally those with an entrepreneurial drive* and the ready supply of 

15 venture capital &at eidste. 

Many of these companies rely on a pezoeived undexi)qng expectatton that Hmr 
employees will automatically produce new innovations, as if oUigated merely by the 
fact that they Teceire a paydieck and b^iefits. And most companies employ legal 
covenants that dictate the assignment of new ideas to the company, if developed on 

20 company time, with company resources, or which relate to the company's business* 
That mind set may have worked a generation ago, hut it doesn't meet today's needs, 
or work for today's dynamic job market. After all, who gets to decide where one idea 
starts and ends? Who owns an idea ihatzDaynothavebeen reduced to practice by the 
employee while he worked Ibr the company? Ownership issues can destroy the 

25 potential of a new concept before it gets off the blocks. 

It just does not appear that legal pressure is the best way to promote the 
creation of new idess. Nor does it appear that employees, partictdarly the most savvy 
ones, wiU naively turn over tiieir best and bri^test ideas widiout some reasonable 
incentive cr recognition, e$peoialIy as they become more aware of the potential value. 

30 Considering that the ideas that gave birth to over 70% of the countty^s 100 fastest 
growing companiee came from previous employment, it is easy to appreciate the 
aignificance of this issue* Today, most companies fail to reoognize this^ and 
ccnBcquently. they wonder why some of tfieir beet talent leaves to pursue other 
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ORPOrtuniticMncluding business ideas tfiat they originated while working for their 
pxevions employer. 

Arecent survey published In tlie Harvard Busmess Review r^rted that "^1% 
of entteprcTieurs Tesponsiblc for starting the countr/s 100 fastest growiae compames 
5 developed their ideas through Hieit former employment— either by recosniasff as 
opportunity that the foimer employer didn*t appreciate ox even know abouti or by 
impxoi^ upon some a^ect of the companys products or services."* 

OveralL the existing corporafce infrastructure and antlQuated operatias 
methods are poorly designed to deal with tod&/B climate. In this fiercely competttive 
10 world just providing a job doesnt do neatly enough to promote inoovatbo-^tfae 
oltimace goal for progressive companies. What is needed is an Innovation 
M&nagement Syfitem. 

fbdsting Technology in the Knowledge Management Field 

The Knowledge Management industry is quickly consuming myriad 

15 fragmented and disparate aiehe industries that have evolved over the past two 
decades, including document managementv search and retneival« repositories, object 
technology, wodcflow, andmost recently the intranet. Accord^ to Ddphi Consulting 
Oronp, buying trends for IT will revolve around this central theme for the next decade. 
The most significant aspect of this industry is the growing awareness of tlie 

20 increasing amount of useless data-in other words, no information-ln a typical 
company. Strategically* companies are realizing that knowledge is the key driving 
fbsce in the next decade, and systems which help manage documents, searcbi and aid 
coUaboratioD are desperately needed. In a recent survey, nearly half (43%) of the 
survey population regarded knowledge management as an opportunity to add value 

25 to infanaation inside and outside the organization. Butnearly as many respondents 
($7%) viewed knowledge management in a very different li^t - as a *mnjor new 
strategic initiative ior staying competitive.'' Overall, 80%viewknowledgemanagement 
as providing an important contribution to business practice, and 46% of that group 
views knowledge management as strategic This same group was asked the primary 

SO reposltaries of corporate knowledge and lihe biggest obstacles to creating knowledgre- 
based organitations: the kesults are shown in the charts in Figure 1. 

The data however clearly show that while employees are die primary source 
of infarmntion in the company, all of tbo ounrent solutions have focused on tbe 
Temaining items: paper documents, electronic documents, and databases. 

5 
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Theditflfllsoreveahaiatthebiraestobstaclcificulture. Tlie current busineas 
dimate mmpfy does not address 0^ »ecds wad wants of tbe farpical knowledg© "gold- 
collar" worker. These employees typically don't trost the *«y8lem." Highly skflled 
workers know they can leave the corporate environment and get better returns, higher 

5 salaries, stock options, and greater opportunities than by simply handing over 
important innovations. Employees ere even heard to say *'wby shoaid 1 give ABC 
company my ideas, Tm going to start my own company^' 

Accounting and valuation be^ with doeomentadon. A oompany with an 
expensive piece of capital e^(uipment is sure to be aware of it But most companies 

10 have valuable intelleetualcapitd that they do not Cii^ Many technology 

companies, for example, with dozens, hundreds or thousands of patents do not have 
a coherent catalogue of their patents, let alone an analysis of how their patents might 
be useful and how they mii^it be exploited for economic and competitive gain. 

These trends don't just apply to a limited number of high tedinology companies, 

15 Bven companies not directly involved in high tech must realize that a substantial 
portion of thetr overall assets relate to intelleetaal property or capital For instance, 
a small manu&cturer may possess unique mechanical know-bow, process knowledge 
or techniques flmt create compstitiva sfpaoe* Service oompames use prcprietary 
calculations and customer lists to their advantage. Hie implications of managing IP 

20 teach iust about every industry classification and category. 

The following needs can be identified among companies that produce IP. They 
need to organic intenectualpr^eityso^t it can be quickly retneved,fflte^ and 
sorted by mnldple criteria; thc^r need to create an environment conducive fcoinnovation 
by iMipiring IP creation, aharing IP across the covporation. and promoting die 

25 intelleotnal output of individnsls within the firm; th^ need to increase die value ci 
corporate IP assets; tih^y need to slow employee turnover and keep keyemployees from 
moving outflide the company to start new enterprises; they need to oommntiioate to 
employees, joint venture partners, and others that it is serious about protectingifs IP, 
and want to be sure that these same people have acknowledged this; and they need 

80 efficient and centraliaed access to disparate TP-related information, such as legal 
contracts, signed documents, IP, and usage patterns for makhig decisions about 
departing personnel, potential patent mfHngement, or partnership ncgotlatione. 

A brief look at the trade secret laws in the context of a bpycr of IP assets 
provides further illustration of the need for an Innvation Management System. 

6 
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Today; there is no effective way&r companies to aocoxnpHeb this level of analysis, cost- 

effectively and efficiently. 

Previous attempts to meet customer needs 

Fatent/IP Software 

5 This category focuses on IP products. In general, the products are complex, 

patent^entric databases that best serve companies with large and extensive patent 
and trademark portfelio6» and who are vary fiatiouis aboat the strategic management 
of their patents. Many of the systems also include other software modules such as 
pro filing, law ease management, docket i^nerattoxk. and biUing. Tbey either target 

10 corporations, law firms, or patent practitioners. This niche has been fairly small, so 
mo3 1 com panies range in sisee fifom 60 to about 250 em plpyees and have deployed in the 
neighborhocd of lOO's of customers. Prices range hem §5,000 to $30,000 not including 
customization or Installation. Examples in this category include Aurigin's IP Asset 
Management System. Computer Package's Patent and Trademark Management 

15 System, Master Data Center's PC Master^ Mmdm Technology's InPtoma, and OP 
Solution's PATISY. 
EBP/Knowledge Management Software 

Almost every software company in existenoe today can daim some share <rf the 
Knowledge Management marketplace. This category of competitors is so numerous 

20 it^s difiSmilt to find any clear distinguishing differences between them. Most of the 
products axe "enhanced" tools eoA as database searching, document management, 
groupware, and peraonal web page pnhlishhig. A recent EM publication listed 86 
different software groups as part of ihe KM maxke^laee, indudSng Application 
Development Products, Business & Competitive InteUigence, CAD. Correlated 

25 technologies, Collaborative & WorkManagement, CoraponndDoeumentManagement 
Software, Data Mining, Data Warehnuaing, Database Mianagement Systems, 
Document Conferendng, Document Design/Publishing, Document Management 
Software, DVD-related technolo^s. Electronic Commerce, Engineering Document 
Management Systems, SRP Systems. Forms Prooessmg, Groupware, Image 

30 Ccmipression, Image Manipulation, Image Processing, Imaging Application Systems, 
Ii^t Capture Systems, Intelleetnal Asset Management, lutemet^Zntranet 
Development, Knowledge Management Software/Tools, Micrographics, Multime^ 
Systems Software, Networking Systems Software, OGR/ICR/OMB Bar coding, On- 
Demand Print Systems. Portable Document Viewing, Becords EetentSon/Axchiving, 

7 
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storage Management Sy^teiOA, Text Retrieval & Management Sofeware> and 
Workflow. 

Clearly, tlua liet cancaina evevythlng imaginable celated to dacamients and is 
a highly fragmented conglomeration of companiea 
5 Knowledge Management Conspltiiig 

Since tliis is a complex concept to understand, it is a sxure bet that every 
consulting firm that can claim any relevant expertise is involved. Arthur Anderaen 
seeme to be leading tlie pack in this area hy perfonning IP eudlte» analyzing workflow 
proceaaes, and Oien instaDingdocttoent management and groupware solutiona. Most 
10 of the consulting&ma arefbeusingon aholistic, and we believeoverly broad, approach 
by examining all aspects of the organization's knowtedga base: systems, processes, 
departments^ and technologies. Thi^r angle is that by correctly leveraging knowledge, 
a company con improve productivity, customer service, quality, speed to market^ and 
other perfbrmanoe improvements. By helping organizations improve how they create, 
IS capture, shareand apply the knowledge diat exists within theeompaay, they can more 
fblly capitalize on it. WeVBased sohitions 

At present this category only contains one competitor^ yet^com. It appears to 
be foeused on using the Xntemet as a business-to^business too] targeted at ibe license 
of DP for large corporations. Yet2.com has moved qfuickly to create ossrodacione with 
20 several premier companies, although the details of these relationships are unknown 
at this time. 



A tbree-tietedf scalable, web-based architecture Hhe system") is disclosed lo 
dynamically and eo8t*effectivsly promote innovation, foster learning, encourage 
25 preservation, and allow the management and maximiukiion of corporate IP assets; a 
solution &r automating and managing the modero-day «ntetprise IP environment 
This system works effideotly wiAin the legBl parameters of any company 
environment, regardless of industry^ and works in cooperation with In-house €k}unsel. 
With real-time access to key inform atlon, IP Counsel can focus on hi^er level, 
* 30 strategic issues, and not mundane documentation tasks. 

A reliable, real-time system for creating^ preserving and building value from 
oo^orate IP assets is disclosed, lliesystemisinaynchwitfi todays digital world and 
enterprise environment and operates on a continuous, real time basis. It works 



DISCLOSUBB OP THE INVENTION 
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tiwsparently with the way in which emi^loyees work and ianovatfi. it is a useful 
pwductiviiy tool for IP attorneys and corporate counselors, and it safeguards and 
protecksaieiiM)atvaluableaweteacompanyowns,itaint^ Itwsthe 
potential of information technology to fitreamline processes, promote new innovation, 

5 anddocumentandprotectacompany'siissets. It does a very eCCecfcive job of providing 
the Knowledge-connectivity'" and incentive for new innovations. 

Hie system meets aU of the neede identified above. Usinir the system, 
companies can oi«amte intellectual property so that it can be ctuickly retrieved, 
fflterei andsorted by multiple criteria; createanenvirunmaiicondum^ 

10 by inspiring IP creation, sharing IP acrose the corporation, and promoting the 
intellectual ou^ut of individuals within the firmj.incre^e l3ie vahxe of corporate IP 
assets; slow employee turnover and motivate key employees from moving Ofutside l^e 
company to start new enterprises; communicate to employees, joint venture partners, 
and others that they are serious about protecting their IP, with assurance that these 

16 same people have acknowlo^teed tbis aerious view, and achieve efficient and 
centraHsed access to disparate IP-relaied isfbrmation, such ae legal contracts, signed 
doeumenta, IP, and usage patterns tat making dedaions about departing jpersonn^ 
potential patent infringement^ w pariaietalup negotiations. With the system 
companies can acc»mplish a coat effective and eflSciflnt levd of analyaia as to tieir 

20 trade secrets or any other IP assets. 

Ihe System also delivers three key benefits; Value Creation, Awareness, and 

Accountability. 
V^^i^^nraation 

Que of €b» goals of tiie system is to inspire and promote new innovation within 
25 corporations. We don't believe that the innovation process is optimized for either 
companies or employees Our systems help to foster an enviioamwit where creativiQr 
is recognised and rewarded in direct alignment with the goak of the company. A 
company that recognizes the contributions ofits employees will certainly create a more 
stable employment en:viromnent— end atteact talented people— eharpenits c<»ttpetitivB 
30 edge, and ultimatdy become more auocessfoL The aystem employs Sfystem-Jevel tools 
that inspire the creation and aharing of new ideas and knowledge^ which ultimatdy 
contributes to the increased valuation of any company. 



0 



PA(£1N1S6'RCVDAT«ID/2II08 S:27:13PM [Eastern DaylipTi^^^ 



AUG. 10.2006 6:40PM 



ZILKA-KOTAB, PC 



NO. 3821 P. 17 



wo 01/55377 PCT/USOO/30868 
Awareneafl 

By making employees more awoxe nd sensitive to the tceatment of proprietazy 
infbraati<m,oompanie£?riUb6bettev protected fron the Most 
employers do not realize that the two greatest risks to IP ore employeea stealing 
6 secrets or divulging secrets at a future job. Employees need to recognise the 
aignlficEuice of a company's IP assets and understand their responsibility for 
preserving them. Even a single unprotected disclostire can mean the pennanent loss 
of a valuable tnde secret. The system increases the threshold of awareness in a 
compan/s working environment, and at the same time demonstrates the company's 
10 proactive concern for safeguarding ita valuable assets. 
Af^untabillfey 

Among all the assets that a business owns, its IP may be the most important 
and valuable. To substantiate this, the Brookings Institution in Washington surveyed 
U.6. manu&ctwers tn 1982 and detannined that physical assets such as factories, 

16 property^ and equipment made up 92% of the companies' total market value, with the 
rest of the value represented by proprietary knowled^. Ten years later, the 
researchers determined ttiat physical assets accounted far only 38%, with the 
remainder con^feing of the firms' intangible knowledge assets. 

Xerox actuaDyinventedthe V^zidows concept of oompnter software perhaps two 

20 decades ago, long before Apple and Microsoft locked in their currently well-known 
legal dispute. But for all of its size and resources, Xerox failed to seek a patent and 
never gained a foothold in the market Apple eventuall/ dominated* 

Asustainable competitive advantage depends onhow effectively acompany can 
manage, protect and exploit n^-ooiporate mnrvival depends on it. The last thing lhat 

25 a company needs is for lax oversight to put these aesets at riskt Coiiiorate leaders 
have a baseline responsibility to preserve corporate assets and work to capitalize on 
them. The System provides the information that a company needs to ensure that it is 
responsibly doing its very best to preserve aasots, answering such questions as, ''What 
specific trade secrets exist in the business today? Are th»y being properly and 

30 consistently maintained? Who has direct access to them?* 
UMF/fivHtem BeBBfits 

Discussed below are departments and individuals within '&e typical corporate 
environment who will benefit horn using the Systenxt For ea^ eacomple, the usor^e 
needs and the ultimate system benefits are shown. 

10 
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Marketmg aeeds to be able to detenmaeoompetitivB strengths and woaknessGS. 
new areas of market growth. The Syetem automaticaUy eixmmariaes company 
innovations. TheSyBtemperfbrmedetaaedseaidiesonthelnternett^ 
or encroadilng Ideas; reports are available which Hst potential competitive atacengtha 
5 or weaJcnesses. These searches are perfonned autoroaticalhr and totitinely using 
intelligent agents, giving market analysts a jump-staTt on which areas to investigate. 

Executive Management needs to get an accurate picture of the level of 
innovsition in the company. Are employees building corporate value? Are we 
reoogni2ing our key contributorst Are we properly protecting and preserving our 

10 assets? The ^stem produces graphic presentalaans and detailed reporting of the 
number of innovations per month, year* or quarter give senior managers a firm 
undersUmdjng of Oieir level of innovation. Further stratification of the ^ta by 
department or job fixnction can help develop fiiture strategic direction. Summary 
reports display access to protected information by dass, type, date, useXr etc, 

15 Management can quickly assess the level of protection, and if neededi can globally 
change security levels to reflect changing environments. 

Corporate IP has to have a "handle"" on the specific IP being created; it owns 
responsibiJIty for ovecaight What is being created, what is its value, who is creating 
it, what means of protection should be empbyed? Th& system mates an instant 

20 snapshot of the current state of all IP in the company, Xta like getting an 
instantaneous IP audit at the touch of a button. 

Technical Employee wants reoognition for new idoas and innovations. 
InnovatinaManagement System^ allowst3^userto'*oerti^' the idea witbimmediate 
svEpervisor, corporate IP, and posting for cempany^wida viewing on the corporate 

26 mtranet. Corporate IP has to have a "handle** on the specific IP being created— owns 
respcmsibility for oversight What is boing created, what is its value, wiio is oreating 
it, what means protection should he employed? The system creates an instant 
snapshot of the current state of all IP in &e company. ltd like getting an 
instantaneous IP audit at the towk of a button. 

30 Human Resources needs to inform departing emplo/ees that they have an on> 

gungobfigatian to keep coxvorate trade secrets and inteUectualpiQ^^ 
By allowing instant access to liie usage pattern for any individual who has viewed 
corporate eecreta, HR con ^uSokly generate and show departinig employees a listing of 
all coofidential matesials accessed and printed. Fortbennore. HB can quickly print 
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out scBimed images of tho depardng ^pSpyee's signed confideattality aexeeia«Dts» 
Dcm-disdoflnre statements, and policy acknowledgments^ 

Hiunan Xtesources also needs to provide more meaningftd data to the employee 
review process. In addition to all of the usual employee review data, HR can query the 
5 System and determine all of the ideas that an individual has submitted over the past 
year. How can the productivity of a ''business development manager" be measured 
without it? 

FinanoewantstoloKiw/'WhatisthevaluaoftheGompBkiysgoodv^ Itneeds 
to try to detecrmine the costs of a new product launeb» the total corporate ybIuo of IP 

10 or trade secrets. Because idea submitters enter hours spent, along witti o&er 
resources that contributed to the innovation, assets can be assigned tangible values 
and tradked on the eompan/s balance sheet 

The System streamlines the process of creating, preserving and protecting 
pzoprietary assets. Th^ System identifies* classifies, compiles, tracks and routes real* 

15 time data automatically on a continuous basis. It provides instant access to stored 
database information» such as trade secret arohivos^ patent fillings, computed 
valuations, user information and a variety of detailed reports. A client has instant 
access to their latest innovations and proprietary materials, and constant supervision 
over them. They know precisely the status of their property* and can quickly view 

20 summary reports and valuation data. This in^ormfltion is extremely beneficial in 
linking IP to the comi>any8 strategic objectives. See Figure 2. 

The System is highly configurable and createa a wide range of uaer^eleetable 
classifications of assetg, allowing the system to be customized in alignment with 
indxvidual business needs. For example, a software development company oan 

26 selectively designate individual network folders as XLA8S 1" l^ade Secrets. A 
number of parameters can be associated wifli this CLASS 1 status or mode. In this 
scenario, CLASS 1 provides the ultimate level of protection* Every access to these 
trade secrets will be monitored and logged by the System. If necessary^ and 
depending on tlie protective features enabled, evezy user action such as viewing, 

30 printing, copying, and modifying can be transparently logged and sent to the main 
Server. SeeFiguzeS. 

You instantly know who has accessed your k^ IP files, and who baa 
downloaded them» vinwed or copied tiiem. This levol of data acquisition can bo 
invaluable in the ease of employeeownerahip dispiites» detraining levelof disclosure, 

12 
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or oomme)rdal licenBUie i^egotiAtions. And even more ixuportantly, all of tbis data is 
essential to proving that your conpany took the beoeesary preventative precautions 
to protect the seccepy of your trade secrets— tnvahiable in tiie face of ftiture litigation. 
Innovation Management System 
5 As stated earlier^ the existing corporate infrastniotnre and antiquated 

operating metliods are poorly designed to deal with today's climate. The Innovation 
Management System^ is needed. 

An Innovation Management System (IMS) is disclosed. Tbi$ pteSetehly web- 
based GUI encourages innovation, providing valuable benefits to both empk^ees end 

10 employers. Itallowsemplo[yeeBtoentertfaeirinteIlectaalcreations(docaments,ideas, 
schematice, eta) and receive an immediate^ time/date certification. In many instanees, 
one of the greatest reservations employees have agaiji^t providing ideas to upper 
managemeot or ot^er departments is the lack of control* auihorshiPi and credit they 
associate with typical corporate environments. At one time or another^ we have all 

15 been mtime of intellectual theft-^serhaps a deeign sketch given to your boes 
c^Ekceming a product improvement that appears months later in a eorporate doenment 
without your name on it In addition to certification and regisCration. the system can 
provide automatic e-mail notifioaiians to an immediate supervisor and the corporate 
IP department (all configurahleX as well as entry and logging into the company-wide 

20 recognition database. Others in your company* with appropriato privilege levels, can 
search (by words, project descriptions, PTO classifications, author, date, etc.) and 
instantly access arduved izmovations» increasing the level of inter^company 
colUiboration, The oorapany can create more efibctive inoentivee and "innovatien 
awerdi^ tightty coupled to strategic goals. 

25 Users of the IMS can link to more details on each submission, email comments 

and suggestions directly to the author (for improved collaboration and knowledge 
management), or even submit thedx own improvements as a new or supplemental 
innovation. See Figure id. 

Hie IMS database becomes an efficient tool for HR departments, and can he 

30 used for evaluating employee perflarmanoe, measuring overall corporate innovation 
levels, and identi&ing qualified and motivated employees to join a spedal S&D team. 

The Corporate L^al Department will benefit because ti&e IMS provides 
octensivedooumentationinawide-rangeofbBnofiGialBroas. f or in6tanoe,IP Counsel 
can monitor for new patentable ideas in real rime, since they are directly linked into 

IS 
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the syfltem. This efficiency can reduce tiie tune necessary to prepare and prosecute 
aew patents. It also frees up Patent Attcnmeys to higher-level activities, instead of 
mundane data coUecticm "work The IMS will enable attorneys to provide improved 
oversight for new trade secrets before they are lost ttoou^ inadvertent disclosure* 
5 The system archives the documentation trail from the outset, invaluable for 
assignnent issues and establishing firm priority dates. 
IMS Web Site 

The IMS also provides an intejrCaoe to the mtenial Intemet (optional and 
configurable). Ideas and submissions can be published and linked to an external (t.e. 
10 lifindMatteraoom) wob site* The site serves as an innovation access link to companies 
al! over the world. It is possible for interested buyers and setters to initiate 
exploratory communications via embedded links, as well as conduct negotiations on 
available licensable tadmologies. Iliere is an i^vpropriate le;ga] framework to 
streamline the eacciiange of information for the site, assuming that at a certain level« 
15 the materials may contain proprietary information. 

Th^ site also provides an optimum way fbr ranpanles to initially view 
'unsoUdted ideas" without the threat of legal reprisal or the burden of lengday, 
internal approval processes. Today, many companies are esctremely cautious about 
looking at unsolicited ideas, even potentially valuable ones, because of the potential 
20 threat of future litigation. There have been a multitude of cases in recent yeairs 
involving the purported misappropriaiion ofinventfoos and ideas resulting from even 
casual discussions. In rosponssr many companies have established cumbersome, 
paper-intensxveproeedurestodeslwitfaunsolicitedldaas. Some have prohibited them 
altogether. Ne^esstosay. this constricts the flow of innovafioxi. The site solves tins 
25 problem aawellbybuildingiiiaprotectivelegalbanier and managing the information 
exchange. The site acts as a safe and e£6cient conduit between the parties. ' 

The IMS identifies innovationsby keywords, categories, PTO Gassifications, 
dates, industties (BIC Codes), and identification/Clacking numbers. Interested parties 
search the web site for innovations applicable to tlieir own businesses or use ''seazdi 
30 agents^'whlchautomaticaUynotifythemifsome^aFraaeestheircritBria. Iftheyfind 
idaas that merit farther investigation, dicking cm an e-mail hnk automatically 
connects them to Ae author or representative. By aggregating iimovations at the web 
site, we aro actively promoting innovation and knowlodgo sharing on a bioader scale, 
while simultaneously building a meaningftil intellectual property resource. This site 

14 
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become thefirstliokixi establishingaeaiunefult^ 
royalty agreements. See Figure 8. 

A nominal fee i& charged for creating the direct link between subsoibere And 
new ideas. When a subscriber chooses to contact the source of the iimovation, Le., by 
6 emaOt a different small fee will be charged. This fee may be negligible in the early 
Btagesr in an attmpt to drive usage and mini inize nuisance requests (such as $0.33). 
A membership subscription is also oontemplated. OUkj interaction, including 
subiaittingideas, aearchingftr ideas, or coafignring'*8earcb'agents" are free of charge, 
^nle Installation 

10 Today's BOB manager has leas time than ever to fiddle with finicky programs 

or eonfigare endless mazes of menus. The system is designed to pl\ig quickly into the 
network and instantly begin collecting information in its basic configoration. The 
system simply needs to have an IP CKXX-3czxjua.xxx Internet Protocol) address for the 
network* and a physical connection to the network. IT managers can remotely 

15 configure the Bystem via a wdb interface, and independent ^steme can be 
hierardiic&lly managed, along with repOTting; haek to a central monitor. 
Communication takes places in encrypted channels. Tnstalliition of web companeats 
is even simpler as the applications/date are easily installed into an existing web 
server. 

20 The system is a scalable, modular system that can be implemented 

incrementally over time. Network solutions are implemented and designed around 
standard Microsoft DNA componmts. 

Tmnrovemmts ovfflr Bhristhig Knowledge Manaromant Teehnotoev 

An important benchmark industiy to compare disclosed products and eervioes 
25 with is the field of Knowledge Management. As stated above, there is growing 
awareness of the increasing amount of useless data-in other wards, noinformation-in 
a typical company. 

Increasing the value of corporate information is important; however, rather 
tiian just designing tools to pbd tfajough piles of data, the system is an accounting 
30 iiamewoxk tl^t vahies (using legal standards as a model), helps protect, and most 
inportantlycreatesisfarmatioD. BiitwheretbeKnowIedge Management industry has 
focused on oxdy paper documents, electronic documents, and databases, not employees. 
The system focu^s on all four elements, realising that employees ore the most critdcal, 
through the Innovation Management System (IMS). IMS makes itself the employee's 

IS 
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"best iMendi" as tihis is the key $tartii)g pomi in the ixmovatiaii pzocess. If employees 
trust and use the IMS to help them aceomplish their pereooal goals (while 
simultajieously satiB^axig the corporate goals), then the flow of new ixmovatioos wiD 
be substantial. 

5 ThedataalsorevealsthatChebiggestobstadeiscultixre. Thesystein addresses 

Hie needs and wants of the typical knowledge ^^gold-conar" worker. The IMS 
oveit^ines the ealtiural disinclination of such workears by allowin^innovatore to share 
in the gloiy and finandaJ auocass of their ideaa. The System will alfio set the bar fior 
what is reqaired for companies to prove that they did in foot take reasonable meastftes 

10 to protect their a^cts. 

The ostein is designed to provide an appropriate interiaoe to previous systems 
that attempt to meet customer needs, such as patents software, and knowledge 
management software. 

Hie disclosed system is a comprehensive, supervisory astern that funetiocns 

15 seamlassly on top of eausting architectures, and whidh efficiently monitors and 
promotes innovation. Innovation is the core focus. The system is unique in that it is 
designed from the bottom up tobe extreme^ easy toinafcan a^id integrate with existing 
systems. Administrators will be able to install it iscremanfcally in a modular fashion, 
as tho n«8cls and demands of the systeni grow over time. IP and Innovation mana^s 

20 will be able to progressively configure the system for customized applications, 
producing additional revenue streams from added licensee and services. 

The disdosed system la superior to existingknowledge management consulting 
approaches, with or without Web enablement^ at least in the critical area of IP 
tracking and management* The innovation content that a comoj^any provides under the 

25 disdosed system offers a much more compelling site to its users, both company users 
and the internet population. For example the ^ tern includes not only a web-trading 
interface, but also a mechanism for capturing innovation directly from the sources, 
trans&sting it throu^ the organisation, and protecting it from in^ 0ns 
of the koy factors for success will be making it easy for partieipanta in the web 

80 e3q>erienee to upload information on a continttous basis. Tins keeps the informatian 
fresh and frees corporations &om the laborious task of entering data repeatedly. 

It is a further objective of the Enterprise Innovation Management System 
(EDVf S) to provide a system that promotes and tracks innovations, fosters learning 
about inteileetttal assets, encourages preservation of intelleotual assets, and monitors 

16 
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and tracks iheae assets from iaoeption ttiroii^ ana Wranfcing and lioenslivg unta 
ttxeaaset to retired «ir completely depredated, a global eavmmmentsl model for the 

EOSS is presented 

The term 'Innovation- is used to repreeeat any contribution by an individual 
6 or team that seeks to positively enhance some prodtict/pTO«ses8/system wiflrin m 
organizatioa. The term "Idea" is somctimeB used interebangeaWy with Innovation. 

TSie BINES (or System) consiflte of four independent appTicationB that function 
togctbainanentaipriae-wldeeoltttfan. Together the System streamlines the process 
of fostering idea creation, educating and rewarding employeee who create vahiable 
10 |ntene«tual|m)per^aP>.analyzingandprioritiangIPaa^^ 

rating factors, sharing infbmation both externally Q£ deeixed) and internally to 
&cilitiite Hcensing and increased productivity, and preserving and piotecting 
proprietary assets. See Figure 33. 

A, Innovation Management Systam" 

15 • The EIMS is a web-based QUI thatencourages innovation, providing valuable 

benefits to both employees and employers. Ik allows employeeG to enter their 
mtellectual creations (documenta, ideaa, schematice, etc) and rec«ve an hnmediate. 
tineAiateceitification to discourage •torrowingr by uneth^ Inaddition 
to certificationaad registration. the5ystemeanpwvideautomati*e.mailnotlficatio»a 

20 to animmediate supervisor and the corporate IP department (alloonfiguraWe), as weD 
as entiy and loggixiginto the company-wide intranet Others in a user company, with 
apprapriate privily levds, can seardi (by key words, project deaeriptiona, PTO 
olaasifieations, anthor, data.etc.) andinstanfly access an5hivadinnovatioiJfi,increafflng 
the level of inter-company oollaboraiion. The company can ereate more effective 

25 incentives and Innovution awards tightiy coupled to atratsffc goals. 

B. Analyeis/Baiiking Mbdub 

This set of tools allows peer groups, IP eonnsd, or other trusted sources to rank 
and prioritixe Innovations that are entered (ei ther throuiJi the Innovator or manually) 
into the system. The power of these tools is highlighted in their ability to quantify 
SO both objsctive and anbjectiva measurementcriteria- The rankings are aggregated and 
wei^d rdative to the company's strategic obisctives, that is, a company can decide 
that Bnandal factors such as development expense or ROI are merefless fanportant 
ehan«uatomer-relaiaonahSp&ctorBenchosMwproduotiBtroduction«or«p^ Owe 
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ranked, inaovafcions can then be compared agaixifii eadi other and scientific judgmente 
can be made regarding level of investraeat. 

C. Lacensuig Web Site & Intre-Organization Sharing 

The System also provides an inter&cse to both the corporate intranet and/or 
5 external Internet (optional and configurable). Tools provided through Uug application 
• allow die company to qiuckly publish innovations that the company either does not 
want or woidd like to oo-Hcense to oilier companies. In addition, ideas and 
subnuasionaeanbepttbKdhedandlidkedtoliielSOilTwebelte* TheMMTaiteBerves 
as an innovation eoeess link to oompaxnes all over tSie world. There are nomeoroue 
10 benefits, including the potential to create licensing agreemeats. streamline product 
development, find strategic partners, eta MMT also eacp l oi-e ^ full scale licensing 
Opportunities^ Le.« busine8S-to-busio«s8 eCommercep via the website. It is possible for 
interested buyers and sellers to initiate escploratory communications via embedded 
links, as well as conduct negoHattons on available licensable technologies. MMT 
lb creates the appropriate legal framework to streamline the exchange of informatiGni 
assuming that at a certain level, the materials may eontaJn proprietary in£3rmation. 

D. Network Monitoring & Protection System (NMPS) 

NMPS identifies, classifies, compiles* tvacks and routes real-time data 
automatically on a continuous basis. It provides instant access to stored database 

20 information, such as trade secret archivo5, patent filing computed valuations, user 
information and a variety of detailed reports. AcUenthasinstantacoess to their latest 
innovations and proprietary materialsy and constant supervlaon over them as the 
monitoring process can start as soon as the ideas are submitted into the System 
through the Innovator. They know precisely the etatos of thmr property^ and can 

25 quiddy view summary reports and valuation data. This information Is egtremely 
benefidal in linking IF to the compaiay's strategic objectivea. 

You instantly know who has accessed your key IF files, and who has 
downloaded tbemi viewed or copied them. This level of data acquisition can be 
invaluablein the case of employee ownership disputes, determining levd of disdosur q» 

30 or commercial licensing negotiations. And even more importantly, all of this data is 
essentiel to proving that your company took the necessary preventative preoautions 
to protect the secrecy of your trade secret»— invaluable in the face of future litigation. 
Scope 
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The EIM8 preferably has external interfaces to othar third -party software and 
servioee. Tlieae may include ai^ of the folio wing; 

IndependentMarhetliifBkeirs: Ibese are services/compaiuoB that take finished, 
Uoensable intelleetual property, ie., software for license, patents, tedmologies. and 
5 make them available to either general or specific groups of potential cufitomers. Tliey 
require detailed rnformation about the property for sale and provide leads from 
interested parties to the EIMS. 

Time/Date Authori^ This service provides a l^al time and date stamp for 
anbmitted intelleetual propsirty. Tbe eertificata is capable of withstanding legal 
10 scrutiny and is stored with the idea% descriptive information in the EIMS. 

Marlceting Leads Databases: Based on the potential applicalions of the 
property and the technologies employed, these services provide qualified leads for 
marketing back into the EIMS. Many of these services are based on industry 
segments. 

16 Independent Search Agents: This service is composed of two different 

components: MMT services and independent services. The MZifCT services provides 
epecific competitive inCoirmatioin toMMT users based on searA criteria for a particular 
idea. Independent services scan the Internet or other proprietary databases foir 
relevant infbrmaiimi. In both eases» the EIMS sends search criteria, verifies access 

20 and then returns results back to tbe user for review. 

Docket System: This is an interface to a docket management system for 
patents, trademarks, copyrights and other property. Once on idea is determined to be 
patentable, the docket system handlag all of the legal, date» and SBas requiremesta. 
The EIMS sendsthepacketofinformatianto the docket system and the docket aystem 

26 communicates with the EIMS via status reports. T3iese status reports are available 
to be shown to the users. 

Third Party Analysis Reviewer: This is an interCaoe to a trusted third-party for 
the purposes of soliciting feedbadt on a particular idea. The reviewer has basic 
information about the idea and provides feedback In the areas designated by the 

90 EIMS. The EIMS voifies that the informaticm came fejm the correct aonroe and than 
collects and aggregates the data. See Figure 84. 

An apparatus is disclosed for registering access to data (paper, electronic, 
formulae* etc) rccordod on storage media as a means to determine history of use 
whereby a ClientAJser requests data from a server, the servGT wraps it with a 
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protectionageotaaddendsittpaCUeaMrser, Tie protection agent is attached to the 
specific data (paper, clectronio. fbrmulae. etc) which detennines the degwe of use 
aUowed by user (reading, deleting, modifying, printrnft etc), and is based on type of 
data, file type, date/time, location, etc, and also on usar l^d, group, etc, and 
B optionally on pre-deterroined method for establishing rules used to register access to 
data recorded on storage media. The server records access to the data, and managers 
get reports fhat detail accesses to the data. 

An apparatos is disclosed for r«glsiering access to data (paper, electronic, 
formulae, etc) recorded on stora^ media as ameans to dgtermSnehistory of use where 
10 registration means the recording of file block system read^vxites/updates. recording 
file name teadAwrites/updates. or the recording of physical data segment 

read/writea/updates. 

An apparatus is disclosed for wrapping designated trade sccret(s) with ruJas for 
access into an blnaiy form executable only by the intended recipient(s). 

16 A method is disdosed for determining the relative protection level of an entity's 

intellectual property (trade secirats, patents, traderaarks, copyrigjits) using Spider 
gri4)h and associated questions, etc A method of pair^vise comparison is used fiar 
determlmngrdatsvepriority of key factote (acoonntAiHty. aware^ 
eecuri^). and also using benchmark comparisons against the data enti^. 

20 An intelligent IP Accumulator/Agent MoniUaing System is disclosed having 

metbodol(^ for searching, finding, identifying, wrapping, safeguarding, 
dafisiiying/dedasaifying. shredding and detetmg, and encrypting potential IP assets 
on a continuoua. real time basis. This system charts IP assets from origination 
onward. 

26 Other embodiments disclosed are: 

Auto-protectAssets: Metihodsforantomaticallygeneratingaiieppropriatedass 
of confidentiality marking^wapper based on preset configuration parameters. Self- 
generate internal icon set to coincide with protection leveL S/W agents that auto- 
T^port and track key assets. 

30 MMT Syatem-level functionahty: Defines specifically what data is considered 

secret; the relative dass of the secrets; the software protection methods utihzed to 
activdy protect a.e. encryption), and the imputed value of creating the secrets (based 
upon accumulated man-hours, market studies, projected eainings, etc) 
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IP Event Tngger: Sased upon preset parametersi th» system automatically 
monieore for apedfic behavior on the network that indicates a poeaible IP event. Sac 
large data transfers or downloads. Incxease in access ratea of identified TS'e. 
Extensive access beyond/oatdde pertinent dass- lime^baeed events: employee 

5 departures; audita, etc- 

IP Database: Methodology for collecting specific IP data on a unique server, 
updated periodically or oontinuooaly based upon preset parameters; with the 
capability to i«qneat status inputs from individnal IP wrappers or objects. 

IPAudit/DueDili^enee: Oomputormetbodology for triggering aninstantaneous 
10 IP audii^dynamic update on all priority IP assets. Accumulate most current asset 
Infbrmation, usage, risk eaqiosur^ licensing statns, etc (Departing emp1<o^e 
situation). Generate reports based on access, usage, dass, employee, ^e, etc. 

IP Incentive: Automated methodolc^ for promoting and trackiug innovation 
based upon pre-seiectcd configuration parameters. (See IMS) 
15 iPAcoesKMethodologyfortrackingtheusagc/dietributionoflFassetB. Bdate 

to risk esqtosure and safegusxding proprietaiy information policies. Auto-generate 
warnings prior to use of trade secrets. 

In addition tlie Ibllowiag are also claimed: 

An online registratum 'raginc' for ideas, innovations ^re the engine 
20 comprises one or more computer terminals v«ath access to a storage device and 
connected to at least on otiieff terminal by a networking protocol, eifli^ iitemet 
TCP/IP or local or wide aroa network. The engine also comprises a database resident 
on the storage device with software operable to reed ve into the database details of the 
idea and details identi^Ang the submitting user, and creating a relationship 
2& therebetween lihat to^tiier comprise fte registration. A certified time stamp is 
optionally aPpKed to the rcgiatratkm. The idea registrataon is then mads avaaable, 
according to selectable permissiona and rules, to selected ofiier users on the network. 

Optionally, the same or difBsrent storage device accommodates a database for 
documents relating to the registered ideas etc (where docummts can be anything 
30 stored electronicaUy and/or digitaBy), and the database is the same as the idea 
re^tration database or is a differait but operably connected database that provides 
an associative, recallable, and searchable relationship between the registration and 
any document that refers to it or is developed from it 
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Optionally, a tracking enpne is provided for the docs to track them and record 
aooesB to theu and impnavementB to them and derivatives fran them, the engine also 
recording such 'set* relationships among the vaiioufi docs as may ho generated hy 
common denoroinatow such as identity of author or other major contributor, same or 
S eimilar or related idea, keywords, and the like. 

Also provided is an intelligent means to drive routing of docs and ideas to 
ooaeagujes, sheeted peers, and eelected or eelectahly automaiacalliy Identified everts 
in ^ same area z» the idea. For evaluation and/or analysis of does and their ideas and 
fei possible mutual eoUaboralion, Optional automatic vahiatioin and bodinesa 
10 prioritLtation of ideas is contemplated as well. 

Optionally, means is provided by which parties made aware of the idea and or 
docs and any reeoxtrce needs expressly contained therein may respond with 
comroitmentB toward meeting all or part of the expressed resource needs, optiooally 
joining in tibe enterprise which is the furtherance of the idea. 
16 As an alternate and further disclosure the following is provided; 

A system &r web based develoipment and e^loita t ian of IP| widi an innovator 
attraction module, a devdoper attxadion module, a regxstFation module, and a match 
module is disclosed. The registration module is adapted to accept and store dated 
relatad to an lYinovator and the innovator's innovation in an innovation database^ and 
20 the match module is adapted to match a roistered izmovatton and innovator with a 
devel<^^ having stated requirements and resources for development. 

A method of web based development and exploitation of IP wil^ the following 
steps is disclosed: 

a. attracting a plurality of innovators, each having at leastone innovation; 
25 b. attracting at kast one developer, the develc^ier having stated 

requirements and verifiable resources for development of IP; 

c. registering innovatiou data related to an innovation in a database on a 
storage medium connected to an information network; 

d. registering developer data related to ibe developer's stated 
30 requirements and verifiable resources fbr development of IP in a 

database on a storage medium connected to the information netwcork; 

e. making innovation data available to a developer and developer data 
available to at leastone innovator. 
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A number of diCfoveoat idxtds of useiB axe oontemplated for the system and 
methods disdosod, Usexs may be innovators or developers; usexs may also belong to 
the general public, or apedfie demographic segment of the public such as youth undar 
18, or seniors over 56. 

9 In preferred embodiments of ihe invention a web site is contemplated for 

housing the user interface aspects of the modules disclosed as part of the system, and 
for effecting the steps of the disclosed methods. Ihis web site, or a plurality of such 
site8» are anticipated tc be owned and/or operated by a variety of interested parties. 
For example a oompaoy develops such a site to foster and encourage and track and 

10 reward Innovataon amongst its own employees and ccntoactora; cor an industry segment 
jointly effects such a site to eocourage innovation within the segment; or a public body 
such as local, state or federal government, or agencies or departments of such bodies, 
or institutions of such bodies (Libraries and universities) effects an innovation site such 
as that di^Zosed. Special intere^tgcoups such as environmen talista, global health or 

15 ecological concerns, or more localcommunityconcema will alsoaponsor oxoperatesuch 
sites. Any fpven site maybe an intranet and tdatLvely closed to access by general 
public users; or it may be an extzanet^ or it may be fully open to the entire internet, 
or anywhere in batweenr limited only by its owners to efEsetuate its particolar 

pUZpOBSS. 

20 Innovators can be attracted to sudx a site for a number of reasons and in a 

number of ways. Soma desire to be validated in an evaluation and/or reward process; 
others wish to learn more about their craft of innovation and about how to more 
effectively and profitably exploit the firuite of their creativity; still others wish to see 
and perhaps compare their imiovations with die innovatSons of others^ and all come 

26 to be encouraged. The preferred site offers evaluation, prize and other financial 
reward opportunities* invited professional eocpertise in innovation and exploitation 
skills and resources, a database of other innovations, categorized into industries and 
of creative endeavor, and the like, and by keyword, and such other indicia as will 
he appreciated by those skilled in the art But especially, the preferred site offers 

80 encouragemwt to all users who visit 

Developers (which is to say all those individuals and oompanias that bring 
commitment and resources to the task of perfecting marketing and oHierwise 
OQiIoitinglP to mutual profit and global benefit) can also be attracted to such a site 
for a number of reasons and in a number of ways. Soma will be attracted to a pool of 
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raw innovation (Vaw* in the sense that, depending on the origin a&d sponsorship of the 
particular site of counse, xaost innovators win typically not be prettied to a research 
institution or corporate research apparatus • except in sites run hy just such 
organicatio&s, butasto those innovators, they are Qp|ncanynotpre>tied to any outside 
5 interests]; others to the intnn^c and extrinsic of sponsorship, desiring to biiild 
goodwill In the community, especially in Coanmunity Comer and Kids Comer type 
sites or subsitesr as well as to the more tangible benefits of branding and brand 
identification to the innovator pool and other users and visitors to the site; o&ars will 
be attracted by the opportunity to run infomercial and other marketing on the site, and 
10 Still others will be eager to have a fijoger on a grass roots technology pulse. 

The preferred site offers the pool of raw innovation and eager innovators; it 
provides a variety of opportunities lor highly visible sponsorship, from banner ads to 
contest prizes; it provides a platform for infomerdalization that is a true win/win by 
educating users as it also markets to them; and the pulse of innovation available by 
15 searches of the site database will provide valuable background to other data more 
usually watched by technology develppment exeeotives. 

The eite provides a ready vefaide and means to get ideas registered and 
transformed into searchable and trackable data. Ideas and innovatians and their 
related data can preferably be tracked both before and after any match ups with 
20 develop ers, and innovation data updates and developer resources and match outcome 
upda tes can be tracked as well. All innovator users have the option of epediyms levels 
ofpernuasion fertile dissemination and/or sharing of their innovation data. Recurrent 
innovator imnit is encouraged, as is recurrent follow up 1^ devebpere with their 
innovator prospects, generating in preferred embodiments a kind of interactive and 
25 iterative feedback between the devebp and innovator^ all to the positive in ftoiher 
developiog the innovatton and bringing it to successful exploitation. This extra- or 
post* match interaction is preferably tracked as wdl, and all data tracked is preferably 
stored in a database for retrieval and analysis. 

Throughout the disclosure, where single databases are referred to, or mtdtiple 
30 or connected databases are referred to^ it is intended that each shall optionally have 
the meaning of the other, so that one database maybe the equivalent of several others 
and a network of databases maybe the sqmvalent; for disdoaure purposes, of a single 
database. AH natehee referred to in the disclosure may be mderi;biod to refer to one 
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toonematohea. or one to many, or many to one, or many to oaiv. as makes best aenso 
in any partioular embodiment. 

BRIEF DBSCKCPTION OF THE DRAWINGS 

Figure 1 is a eat of charts ahowinff corporate predilactiona for (a) repodtoriae of data 
& and (b) obstacles to creation of a ftxlly function IP cyrtem- 

Figure 2 is a schematic diagram of a trade secret monitoring aspect of the system. 
Figure 8 is a sdiematic diagram of an Internet inwovation marketing aspect of the 
system. 

Rgore 4a-dU set of screen shotB ehowwg an Explorer aspect of the IMS VB GUI, with 
10 a-c showing an earUar wsion and details on a patera trade secret seaids. and rtih 
d ahowing a cotteeponding but updated Web version of a FUe Cabinet seansh page. 
Figure Sa-bisasBtof screen diofcsAowingaClaasea^eere aspect of the INES^ 
with a showing an earlier versioa and vith b ahowing a oorresponding but updated 
Web version of a Human Resource search page. 
16 Figure 6 is a screen shot showing a Data Anajysis aspect of the IMS VB GUL 

Figure 7a-c is a aet of scxeen shots showing a innovation database Search Besolts 
aapect of the IMS VB GUI, wiA a showing an earEer veraon and with b-c showing 
corresponding but updated Web versions of a Database Search page and a NDA 
Tracker page 

20 Figure 8a-b sa a set of screen shots showing a Monitor aspect of the IMS VB GUI, with 
a showing an earlier version and with b showing corresponding but updated Web 
version of an alternate search results page. 

Figure 9a*b is a set of screen shots showing an Innovator Home Page aapectof thelMS 
Web GUI, with a showing an earKcr veroon and with b showing an updated version. 
25 Figure lOa-b Is a set of SGrean shots showing an Innovator Sobmisslons Page aspect 
of thsIMS Web GUI, witha sboTOigan earlier version and withb showing an updated 
version. 

Figure lla-b is a set of saeen shots showing an Innovator Search Results Page a^ct 
of the IMS Web QUI, with a showing an earlier version and with b showing an updated 
30 version. 

Figure 12 is s screen shot showing an Innovator Corporate Page aspect of the IMS Web 
GUI. 
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Figure 13 is a screen shot showing an Innovator Top IniiovationB Page aspect of the 
IMS Web QUI, 

Figure 14a-b is a sat screen shots showing an i&novator Database Search Besults 
Page aspect of the MS Web GUI, with a ahowiiig an earUer version and with b 
6 showing an updated version. 

pLgure 16a- d is a set of screen ahota showing an Innovator Management Tools aspect 
of the IMS Web GUI, with a showing an earlier wmon and with b-d showing iqidated 
versions. 

Figure I6a-b is a set of screen shots showing an Innovator Suatt ary aspect of the 
10 IMS Web GUI, with a showiog an earlier version and with b abowing an updated 
version. 

Figure IVa^b is a set of screen shots showing an Innovator Details Page aspect of the 
IMS Web GUI, with a showing an earlier version and with b showing an updated 
version. 

15 Figure 18 is a Wade Secret System Overview Diagram . 

Figure 19isaachematieof the NMP8 system of die invention. 

Figure 20 is a schematic of the FM8 system of the invention. 

Figure 21 is screen shot of the IPX VB Explorer. 

Figure 22 i& screen shot of the IPX VB dassasAJsers. 
20 Figure 2S is screen shot of the IPX VB Trade Secret Classes. 

Figure 24 is screen shot of the IPX VB User list. 

Figure 25 is screen shot of the IPX VB User Classes. 

Figure 26 is screen shot of the IPX VB Permissions. 

Figure 27 is screen shot of the IPX VB IP T5 Bemoval Options. 
25 Figure 28a*b are new and older screens Shots respectively of HTML Innovation 

submission pages. 

Figure 29a«b are new and dd^ screens shots vesipectively of HTML Innovatioa 
database search pages. 

Figure 30a-b are new and older acrems shots respectively of HTML Innovation seareh 
30 results pages. 

Figure 31is a screen shot of an Innovator Summaty Page aspect of the IMS Web GUL 
Figure 32 is a screen shot of an Innovator Management Tools aspect of {he IMS Weh 
GUI. 
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Figure 33 is a scteta shot of a maia i&deR page for an Innovator installation of the 
BIMSaystam. 

Figure 34 is a diagraza of axi aspect of tba EMS ayEtem. 

FigUTd d5a is a screen ^bot of a user overview page for an Innovator installation of the 
5 EIMS system. 

Figure 35b is a screen shot of a submission for collaboration page for an Innovator 
installation of EIMS syatem. 

Figure 36 is a screen shot ci a search agent configuration page for an hinovator 
installation of the EIMS system. 
10 Figure 37 is a screen shot of a personal bio page fi>r an Innovator installation of the 
EIMS system. 

Figure 88 is a screen shot of a coUaboration seek and resnlts page Sot an Innovator 
installation of the BIMS system. 

Figure 39 is a screen shot of an analysis / ranldng module page for an £anovator 
1 5 installation of the EIMS system. 

Figure 40 is a screen shot of a IP asset detail page fbr en Innovator installation of the 
EIMS system. 

Figure 41 is a screen shot of a resources contribution page for an Innovator installatim 

of &e EIM6 system* 

2 0 Figure 42 is a screen shot of a technology transfer enablement page for an Innovator 
installation of the BIMS system. 

Figure 49 is a screen shot of a search agents configuration page for an Innovator 

installation of the SIMS system. 

Figure 44 is a table of contents for a preferred website. 
25 Figure 49 is a home page for a preferred website. 

Figure 46 is a Contest page for a preferred webaCe. 

Figure 47 is a Corporate Comer subszte Home for a prefiarred website. 

Figure 4^a c is a Top Innovations page Ibr a preferred website. 

Figure 49 is an Industry Hubs page for a preferred website. 
30 Figure 60 is Semioondnetor subpage for a preferred website. 

Figure 51 is a licensing Hubs page for a preferred website. 

Figure 52a-b is an Idea Submission page for a prsftrrad website. 

Figure ^8 is a Kids Center page for a preferred website. 

Figure 54a-b is a Best Ideas subpage for a preferred website. 
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Figure 56 is a Bike fUders Club subpage for a preferred website, 
figure 66 is a submiBeion wizard md drawing tool «ubpagc for a preferred webeita 
Figure 57 is a Community page for a preferred yrebeite. 
Figure 58 is a life Sciences subpage for a preferred website. 
5 Figure 59 is a Social Problems subpage for a preferred website, 
p^gure 60 is au Inventors page for a preferred website. 
Figure 61 is a Strategic Besouroes subpage for a preferred website. 
Figure 62a-b ia a Site Newa and Updates page for a preferred website. 
Figure 63 is a Oatsibase Seavcb page for a preferred website. 
10 Figure 64 is a Registration page fixr a preferred website. 
Figure 66 is a flowchart of a preferred embodiment 

BSST MODE OF CABRVINQ OUT THE INVENTION 

A. Iimovattoa Management System (IMS) 

A. 1 . Innovation Quick Overview: This subsystem is the primary idea input system 
for the end'-user. The main purpose is for the end-user to enter ideas into the system 
BO that they can be "recorded" for other purposes, As an idea is entered, the dateftbne 
is automatioelly entered as well, and &e user has tlxe comfort of knowing that hia/her 
idea has been ofificiaUy reoorded. Along with reeordzng the acnial idea (via 
spreadsheet* word processor documenii etc), the user alsoenters pertinent information 
such as key words, descriptions, &upportingrefiezenoes» pictures, department number, 
employee id, protection level* other authors, etc Users are also able to search through 
previously recorded ideas (theirs or other peoples') before submitting an idea to see if 
their innovation is \mique» or view the number of times other people have viewed their 
submissions. Users are also able to view educational news stories concerning 
corporate IP (or other configurable source; this is configured by the user). See 
Figure 35a. 

A*l.l. Configuration: This allows ^e Innovator to be customised by the user. The 
user can pick colore* skins, and javn applets to personalize their space. ConOguration 
also occurs dynamtcelly, i«e.« the user can change the placement of various tables and 
graphfl* 

A.2. Innovation Submission: Hus is the main submission functionality. Itindudes 
methods for attaching documents, entering angillaiy dafca (dept number, key words, 
etc.), the amount of tune spent generating the idea^ and reforences. After an idea is 
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sobniitted, an e*mail message 13 automatically sent to the user (as vaiification} and to 
the user^9 immediately enipervisor. Tha system can be confignred to eend e*mail 
messages (or hard copy printouts) to any number of paere^ groups, or managera. B* 
mail verification is an important step in the trade secret process. By sending an a*m ail 
5 to the manager and/or IP department* a determination can be mada as to whether the 
iimova tion is to be cla$sified as a trade secret or patent protected, or whether it should 
be deleted* The user is notified of any change in status via e-mail so that any 
discrepancies can be challansBd. Ideas that are successfuDy submitted are available 
for viewins in the usar^s file cabinet 

10 Paper-Based Submission: For ideas that may need Co have paper-based 

documents submitted, this functionality addresses the situation. The user makes a 
potation in the system, i.e., titls, date of the paper document, then the system 
generates a unique harccde to affix, to the document for trackin^^ From them on« the 
document is associated with the idea and is tracked by barcode, 

15 A2.2» CoUaborative Document Submisfiion: This duplicates the fimctioxiaUfy of an 
innovadoASUbmission^ but allows the user to submit "other documents" that might be 
usefiil for collaboration or diazins. The idea is that the mors people are willing to 
share Gf they get credit), the better offiiie oi^ianization is. See Elgore 35b. 
A.3. Innovation Tracking: This records the date» number of timee an idea is 

20 accessed and downloaded, and by whom it is accessed Cmduding external viewing on 
via an unprotected location, see C.l). Data stot^d in other databases is managed via 
the FMS. As ideas a^e viewed, the AMS in conjunction with tbj^ FMS determine the 
level of protection afforded, ie., enciyptioii^ visual wamin|^, etc This function also 
records'ihe results of key word searches as described in the D3.8 and DS.4. 

25 A.4. Innovation Searching: This fimcdon attows users to search the idea database 
for similar mnovations or authors wiOi similar ideas for coiUaboration. Searching can 
be based on key words, authors, dates^ abstracts, or descriptive dassificatioas. An 
important element of this scazchmedianism is that it allows searching La the internal 
corporate network (LAN/Intranet) as well as through external sources. Internal 

80 searches are augmented by searching network servers and repositoiies as well as 
through interfaces to document mansgemant/knowledge ma>iagement ^tems. 
Internal results return the relevant matches as well as the person/team respansible 
for i}io matdi, Escteronl searches canbehandled in two different ways, either liirectly 
b£y the innovator system through ^e company's network or via an external source* 
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such a« MittdMatters. Tbe importance is that a third pwty can perform a search 

without di«do«ing the identity of the entity requesting the information, this is 

particularly important when competitive searches are made. See Figure S6. 

A. 6. Innovation Statisticsr This function allows the user to view statistics on any 
5 ideas in the database. Statistics inohide: aothor, key words, date submitted, number 

of times viewed, number of contributions by the author, and viewing rank (the higher 
^.imtw M- rtf timftfl other people viewed the idea, the higher the ranking. If the idea 

has bcea submitted for peer review or the statos of a jwiew ei« also possible to see. 

If the company has an award program, statistics on this are shown as well For 
10 example, if the a particular idea won "^t new oompnter 8aftware^ then this accolade 

is shown. 

A.6.I. Porfconal Statistics: This ftmction allows the user to see his/her personal 
innovation statistics. This includes: personal home page hits, file cabinet hits, 
citations, downloads, collaboration agenthits» submissions, snalyses performed. NDA 
15 citations, patents, Internet publications^ licenses, and acc^tcd submissions among 
other things. See Figure 30a&b. 

A.$. Innovation Reporting: This function presents aU of tiie ideas in a summary 
manner. Managers are able to view Ae somber of ideas sobnutted per uidividttal» 
department, or division; the fV^qnancy of ideas submitted by dsy, week, month, etc; 
20 ttie types of ideas by key word, area, etc, 

A.7. Publish Biographical Information: Generates an autonuitic home page based 
on previously entered data, network user information, £le cabinet data, and user 
input See Figure 37. 

A.a. Helationship Manager. Tins is a mechanism for increasing person^to-person 
25 oommunicatioai and networking within large networks, Le.» corporate, Intemet, 
intranet With a large niunber of people in a network (pliyBical or dectronic), it can 
be very difficult to locate people within the network who others can coUaborats with 
in various development and marketing initiatives. When locating others within a 
particular network, a perscm may be txying to find complementary skills/experiences 
30 or similar skills/eaqieriBnces. For example, in some large corporations, it is nearly 
impossible to locate all of the pockets of werk associated with Java, pervasive 
computing, or semiconductor xesearcfa. Altlioti^ many of these envbxmments have 
various internal stra tifications, countiess organization charts, re-organieation efforts, 
and databases, the most common method employed is word-of*mouth or random bit^ 

30 



PA6E3niS8'RCVDAT»1l»20QS9:27:13PM[Ea$(en)Dayp 



AUG. 10.2006 6:44PM 



ZILKA-KOTAB, PC 



NO. 3821 P. 38 



pcT/usoo/a(»« 

antl.»is8 calls usiDgoneof the aforementioned information sources. Most of the tiUe* 
and job lesponoibilitieB are either out-cf^te or meanineiese. There are several 
observations of the current dtoatioB: 

• People -network conneotW is based on eeniority in the ccQwrate 
6 enviroamant and on eubmissKm of data to search portals, net sikin, capshiUfy, <« 

interest 

• Organizational tumcfver creates people-network gaps. 

• Dopli»tedeff«rtresolt8touncoordinatedpockei3ofactivity.euchaseideB 

people baa different depattwents talking to the same customer. 
10 ♦ LoBtproductivity8pBntmeetingwiththewrongpeople.acriticalmiBsl»p8ince 

today-e Toarketplace demands iucreasiBgly fester speed of execulaon. 

e Therei8no"tr«s(^'fac*oir. ItisdifeculttwBssesswhetheraperseniscredU^ 

honest, or leprescntine themselves properly, paiticutoly on the Internet, hut also to 

some extent in corporate environments. 
15 • People need a motivating medxaaism in order to keep personal data updated 

A.8.1. CollaboratioB: This function allows Ae user to submit new eollaboiative 
agents, cheek on the status of Tattf- to Wsftier file cabinet, and cheek on the status of 
-hits" to hiaftiet home pa«e. It is important to note flat this eoUeets metrics that are 
used to determine the "value" of an idea. For example, if a partfoilap person's 

20 innovation has wceived many "hits" ficom other ttsers, then that is a good indication 
that the innovation has created value for the company. See flguro 96. 
A,a2. Agent Users con enter search agents into fliesystan. Each agent, whidi can 
be terms that are eitiher reUted or unreUted to the user's Innovatlans, scans the 
systemsnewsubmissionsandhomepagesfcr keywords. Hlocatedxesulteaieposted 

25 for later viewing. The agent searohea both corrent and aichived innovations, 
document management systems and home pages. 

8.2.1. AutomatlK Ttis fimclifln bnllds a relationaWp profile based on the user's 
department, title, and file cabinet This is supplemented by the user and available to 
the search engine. 

30 8.2.2. CB8t«m: This fmOian allows the user to buUd their own profile. It iachides 
fields of interest, title, department, research areas, etc 

A.8.8. Home Page Hits: lUs tdte the user what other ageats have found hisAier 
home page as a souicfc So, if another ussr's agent finds my home page, then I am 

notified for fbUow^up as walL 
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A.8.4. File Cabinet Hits: Sixnilar to above. IfanotheragentfindsusedmyKecabinet 
subnosssicm as a soiurce, tben I am notified. 

A. 9. NDA Tracker Hie module aUows the user to enter and tarack NDAs. Users 
enter time/date, attendees, document number^ and company name as well as any IP 

6 that was disclosed. The Biystem can generate an automatic NDA if necessary. These 
NDAs are linked back to existing IP. 

B. Analysis/Banking Module 

This set of tools flUows peer ^^oups, IP eounsel, or other trusted sources to rank 
and prioritize innovations thataiB entered (exlher tlunmfi^ the Innovate or maniially) 

10 into the ^^m. Tto power of these tools is lugMi^ted in their ability to qua^ 
both objective and sul^ective measurement eHteria. The rankings are aggregared and 
weighed relative to the company's strategic objectives, that is, a company can decide 
that financial factors such as development expense or ROI are more/less important 
thancustomer-relatknishipractorssuch as new productintroductions or quality. Once 

15 ranked, innovations can then be compared againsteachoth^andsciencificjudgmenta 
can be made regarding level of investment. See Figure 39. 

Ba. Collaboration: This fbnctionelity allows external/intflmal usera to be 
automatically notified Oiat th^ need to add their analysis of a particular idea. 
NTotificatioii can be antomaticaSy configured based on users' preferences. i.e., if I am 
20 en expert on neural networks, then I get notified automatically should any ideas in 
this topic area become avaOable. Optaonally» notification can be manual, where a link 
18 sent to the desire pereon. Tha link la active and allows them to instantly access the 
analysis/ranking fhnctions for that particular innovationu 

B.2. Innovation Sating/Analysis: This fusctionalzly allows for the rating and 
25 priorititaftion of ideaa/insovatians in addition to files. Tliis functionality includes 
enteringidea descriptive infoTmatiaQ, ratmgthe ideas acoordingto i^e method defined 
below, and comparing the ratings of all ideas to determine the best places co make 
investments. As part of the analysis process, analyaia requests are sent to 
ind^endent people for valuation. 
30 B.2.1. Bating 

2.1,1. RatmgFactors: this allows the user to enter the rating &ctor categories. After 
all categories are entered* Uie user can determine the relative importance of each 
factor with respect to gosls, ooscs^ or benefits* etc Tlie relative importance ia 
determined by n ^g rne paix^wiss comparison technique. Different importance 
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ratings can be saved, fbr example one set of ratinss ndght ba iised for healtboare 
ideasAmovatioiis whereas aziother mi^ be used for Gcmkondactar insovatione. 
2.1.2. Bating Factors Variables'. Fbr each rating factor category, multiple 
que^onsA^ariables can be entered for evaluation. For e^cample, for a rating factor of 
5 technical merit, the vaxiables might be 1) di£Gcult7 to reprodnoe and 2) cost to 
reproduce. Variables are structured ^ch that a munetical value can he entered qr 
that a nunarical value can be in£Bzred, Le., Isbad, KHgood, or iittle=^I and lergeFlO. 
Ini tiallsr, these vaxiablea each receive equal weig}it» bowevw, fiinctianality to rate the 
relative importance of each cf these veriablea is ^tionaUy contexnplatod. 
10 2.1.3. Calculate Indeot: Baaedontheratfakgisof theindividaa]vatiahles>theindffieis 
calculated as follows: sum each category on a base of 100; then multiple that answer 
by the rating factor relative importance. 

2.1.4. Comparative Analysis: In addition to rating innovations by absolute factors, 
they can also be ranked comparatively. In this manner, innovations are ranked 

IS relative to other user^seleoted inndvationst L&i Idea A versus Idea B. Even thou^ 
ideas are ranked relatively, th^ are stilled assigiied a numezical score based on ihe 
difference between the two ideas. In this case^ a score of 5^ for a^y particular factor 
indicates no dSfferenoe between Idea A and Idea a score of 1 ranks Idea B mudi 
worse compared to Idea A, and a score of 10 indicates that Idea B is much better than 

20 Idea A. 

2.1.6. Qualitative: As another ranking/ana^^is alternative, the user is given the 
q^don of adding non-qnanticatlve measures as well. This is preferably manifested as 
a simple comment field, or a discussion of the relative merits versus competitors 
among others. 

25 B^.2. Ronting: After the author has performed his/her analysis, links to the analysis 
web page can be sent to people for independent analysis. The author has the abilify 
to jsick ftom an IMS-generated list of people with the expertise required to send the 
analysis request ta 

2.2.I» Analysis ValuationPoxnts: People whoare selected for an analysis request are 
BO awarded valuadon pmnts. 
B.3. Valuation Manager: 

B.3.1. Citations: Capability to relate new documents to previously generated 
documents. When a new innovation is submitted, iherc is an opportunity to list 
references. These references geneirate valuation points for the original author(s). 

S3 
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BJ^,Z, Seardbjes^ts: When a database search or ooUab<Mtion eearcih return 
these hite generate valitationpfmitsfo&ecirigmalautl^ Hie hits muat be from 
uxuQue users and the valuation is based on the relevance of the hit, Le., if the hit ia 65 
oat of 100, the valuation is lower than if the relevance vras 3 out of 100. 
5 B.3.3. Downloads: When a person actually downloads or views a returned ' W then 
the original author receives valuation points. 

B.S.4. NDA Tradcer IP that is listed within the context of an NDA also receives 
valuation paints. 

Analyds: the results of the analysis in B.2 above is anolber component in 
10 determining the overall valuation. Optionally, the people who perform the individual 
analysis are scored according to their total relevancy points. For example, if a person 
is recognized as the premier expert in a discipijne» then that person's valuation has 
more impact on the overall score. 

B.3.6. Eictemal; This assigns valuation points for Internet publications, hits on the 
15 Internet, and lic«sing of an innovation. 
Internet Publication 
Licensing 

B.4. Accounting Analysis: Thisfiuietionacoommodates the financial aiialysis of an 
innovation. 

20 B^. Innovation Marketing: This functioD provides marketing information to the 
user. Since information on innovatSons^eas has abea^ been enter througb o^er 
parts otiStds system, this informaClon can be properly formatted and ften sent to third 
party databases for marketing leads. At these third party sdtes. marketing leads are 
automatically generated based on the input from the MMT system. Additionally, the 

25 user can add/modify information associated with an idea before it is sent so that a 
morecompletemarketiBgframeworkcdnbeconstructed. When the leads are returned 
to the system, this function automatically aggregates them and presents them to the 
user so that they can be used for fDUow-up^ ie., direct mail, phone, e-maiL Leads are 
annotated and tracked andean be exported to third-party contact managers. 

30 C. Licensing Web Site & Intrs-Orsasiization Sharing 

0.1. Innovation Exchanger: This ftmction allows certain dasses, key words, etc. of 
ideas to be published to an edctemally (improtected) viewable location. The purpose 
of external publishing is to foster the development or uae of ideas by other entities. By 
publishing basic information sndh as brief abstract, application area, and key words, 
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along with a um<iue id. eirtemal laewera can read lihe l>riefe and detemine whether 
a particular idea is worth fbUowing uj>. H an external viewer was interested in 
gathering more information, he/she caadidc a button that automaticany sends the ID 
number in an e-mail to the coiporate IP (or other) department for consideration. This 
& (unction records the exchange of e-mails concfnming the innovation. 

C.1.1. Intemet Publisher: This function allow? the user (providing ihey have correct 
acceas) to aubmit an idea fcr pubEcation on the Internet. This is either on the 
organi«atlon» external Intemet oonneoted eiteor to theMMT Internet site. Users are 
able to select one or both, the date to lyublish, the duration to poblish. expiration, 
10 contact p<ant, and what types of intormatjon are tobe made available. Le., inventor's 
name, potential applications, category, score* etc 

C.1.2. Organization Intranet Publifiher: This function is identical to Cl-l, however, 
it allows a separate configuration for internal viewing. Whereas a company may not 
want to have the inventor's name published to an ejtternal website, they may w»t it 

15 published internally. 

S. Netwarh Monitoring and Protection System 

This Network Monitoring and Protection System preferably compmes some or 
all of titfee functional compouBnts: Agent Monitoring System (AMS), File 
Management Server (FM3). and aTrade Secret System <TSS). The system provides 

20 complete protection of trade secrets by defining what data is considered a secret, who 
ia allowed access to the secrets, what typo of access is permitted, and by enforcing 
policies for accountability, awareness, and security. See Figure 19. 

The system can be used in at least two difSerent modes; either with or without 
the Agent Monitoring System runmng. In the former, the client PC makes a request 

25 through the AM& and the file is returned from the FUe Management Server into this 
process. toeWscase^theiUMSandtheFMSooromunicatewilheachotherflnd*^ 
Management Server provides trade secrets based on all of the available rules. Litho 
latter mode, any client can he used to access files on the protected server. In this case, 
the AMS and the FMS do not communicate with each other, instead the File 

30 Management Server monitors the trade secrets and applies the protections based on 
the rules which do not include the user. SeeFigure20. Other modes axdude: 
• Fun Protection Afode: IheAMS along with the FMS andTSS are all running. 
This provides the ultimate level of protection as the trade seorets are fidly wrapped 
and are momtored on the PC/client. 
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• Medium Pvatectiotu The AMS is not nuLoing, but the FMS is actively 
monitonnir the trade secrets and is wrappii^ theza tvith pjoteetions that can be 
employed when the AMS is not naming. For eramplej die display oi a visual warning, 
encryptioUt and passvford protection is available without the AMS, 
5 D.l. Agent Monitoring System (AMS): The AMS resides on the client hardware, 
usually a PC, a2id monitors the user actions on the trade secret files. The AMS acta 
as a permissions agent, giving the ability to read, print, mail, etc the trade secret by 
the user. In some casas, the AMS communicatea with the Pile Management Server 
concerning ttie use of the dnade secret These communications can eitheir be hatched 

10 or transmitted centinuausly. 

D.1.1. TVade Secret ^ewen This is the central oontcoUing process on the agent 
machine. It is the vehicle by which the user makes the request fbr the trade secret, 
it handles the incoming approved trade secret storage* launches any applications that 
are necessary to process the trade secret (for example* the user wants to print the 

15 trade secret out, (ben this prooess starts the word processor application), and this 
process seuda activities it peiforms to the Ibrade Seccet fiCbnitor. 
D.1.2. Event Manager; This f anction reads the wrapper on the trade secret and then 
schedules any evente that are neoessaxy, Le., deleting or changing the trade secret 
after a certain number of days. This prooess also sends all activitiee to tbe TSS. 

20 D.1.3. Trade Secret Monitor: The Tmdc Secret Monitor records all activities 
performed on a trade secret, and sends the events to the Vile Management Server. It 
can also watch for activities from any launched applicationa dealing willi the trade 
secret, send raportB, or watch a certain data sreaon the disk. 
D.2. ?ile Management Server (FMS): The handles all requests for trade 

25 secretsfirom OieAMS (user). The Fftfficheckslheueer name against a password list 
(network, askedviabrowser.employeeid, etc) and verifythe user before allowiugafile 
request to be made. Once the user is verified, the trade secret requested file is 
matched vfiih ths rules associated with that particular trade secret, encrypted, 
wrapped with a momtoring agent, logged and sent back to the AMS. The File 

30 Management Server maintains infonnatioQ about trade secrets such as: artwork, 
designs, blue prints, tools, methods, patents, trademarks* ooi^yn^ts, maskwotk, 
computer files, databases, business logic (computer code and methods) and ottier 
proprietory information that may be defined &om time to time. With reapect to eash 
type of intellectual pTX>pert9', the FMS maintains information on dates (last update, 
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when added, when deleted^ various stages of properly (patent pending, patent, etc), a 
descriptiozi of the propeity, tide, ownership, coverage, mveator/airthor, Ucensmg, and 
suppcrtinB documents. The IMS contain* all of the functionality to select 
ffl^s/directories/servers ae trade sscrcts, create dasses of trade secrets, create classes 
6 • of users, apply pennissions (encryption, visual notice, etc) to trade secrets, classes of 
trade secrets, users, or users of trade secrets, and to create rules by mapping trade 
secrets (or classes of trade secrets) to users (or users of trade secrets). 
DAI. Request Handler: This process handlesinooming trade secret requests, verifies 
the user ftom the network password Ust. initiates the re<iues<^ and eventually sends 
10 baA the requested file or a deny. This fancdon can eiOjer be caHed direetly such as 
the case with the AMS makes a spedflc request, or in -sniffer^ mode it can watch the 
network traffic for files/transactions that hav« been de^gnated as trade secrets. 
D.2.2, Trade Secret Management; This fixnction allows administrators to 
select/desdeet files* directories, or sarvers/workstations, locations, etc to be used as 
15 trade secrets. The admnustrator selects by clicking a check box n^ to each 
fiae/directory/aorvor/locatioa. (Similar implementation as a Windows Backup 
program). Additional ftinctions within this group allow fcrspecifictypesofintellectual 
property tobe dsscribed in more detail. Ftfit example, drawings may cantainreferences 
to authors, creation dates, or pxoducts ttiat incoarpopate the features deseribed. Bach 
^e of inteUectual property has its own set of attributes that can be tracked. See 
Figure 21. 

D»2.3« Rules Management; This function allows the administrator to create rules. 
Bales are the mapping of trade secrets and trade secret classes to users and user 
dasses. Tlie administrator is albwed to add, change, or ddtet© rules by ride numte 
class name, or user. Theruleoonaatsof a mapping (either one to many, one to one, 
many to many, or many to one) whid& describes the rdatianship between the 
inteUectual property and the user(s). See Figure 22. See Figure 40. 

Class Manai^ement: This fixnction sets tip dasses oftrade secrets and users fcr 
the rules. The purpose is to make rule definition faster. By setting entire dasses of 
30 files as trade secrets, eith«' by server, location, etc then the rules can be set up once 
for the entire daas instead of one file at a time. 

D.2.4.1. Trade Secret (aasses; Thisfmclionconaistsof a listing of directories, 
servers, or grouping of filee that consist of a doss, tho doss name, and the permissions 
forthodass. TheHstalsoeoatainspreviottslyseloctedflljea/directoriefi/fiervatsaswdl, 
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90 that the administrator can soleob them and put them into a olass. Adminutcatoz? 
have the ahility to add, delete, or modify daesea. Ttade secrec dassee can be 
yiewed/6orted by trade eeisret, dafis, or permisdcms* See IPigare 23. 
1)^.4.2. User Classes: This fondion coneiste of a list of aetwork users, tibehr 
5 cLbsb, and the permissions of the for the olass. The Kst also contains all network users 
as well, so titiat the adminbtrator can select tbeiD and ]mt them into a class. 
Admimsta*ators have the ability to add, debte, or modiiy dassea. User dasses can be 
viev^ed/sortodby UBorname,das8,or permissiene. See Figvore 24. See Figure 26. 
D.2.4.3. Permission Management This function assigns permissioins to user and 

10 trade secret dasses. SeeFisnre26, For example, tbis allows the trade eecret class 
"research'* to have the permissions es designated in the Seciuity Manager (Dd.4). A 
permiasiou can consist of the following attributes in any combination? 
D.2.4.3.1. None: In this instaxioe. no traddngis performed, bi most cases, tlue de- 
activates exisdne rules. 

15 D.2.4.3^, Visual Warning: This presents a ^hie screen** or some ^rpe of visual 
display on the dient PC. This is displayed eadi time the trade secret .is accessed, 
infnnning the user of the trade secret that the informatioin is confidential (or some 
other messegee entered by the adminietrators) 

D.2.4.3.8. Password: This rule demands a password to aocess the trade seeret each 
20 time it is a c cessed by the user. IHuscaneitherbeapassward tbatismadeupby the 
user when fcbey initially download the trade secret, or it can be th^ normal network 
password, or a completely different password set by the adminiatratoo:. 
D.2.4.S.4. Bnexyption: This rule enccypts the trade seczetby one of the oommoaJy 
available mediods set by the administrator. 
26 D Agent: This type of rule allows the trade secret to be monitored by 
tracking any modifiicatione to the file (rar alternatively the physical data), and 
monitoring key strokes. It also allows the trade secret to be deleted after a certain 
nxunber o£ days automatically by the Agent Monitoring System residing on the PC. It 
can be further refined to perform NSA or other data segment erasing methods to 
SO ^isure complete removal from the system. The agent also gives Hhe option ctf sending 
tracking information back to the File Management Server ibr analysis by the 
administrator, or *4n8istin|f tliat Hha agent be allowad to oommunicate with tiie FtSS 
before any fiirther aetaona ara aUowad on the trade secret. 
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I>.2.d. File Wrapper Systam: This process is eitttemely complex aa it grabs the 
file/data and perfonos tbef^etionszeqairedin tharuKes^isdudbg encryptioD» setting 
expirataon dates, translRting the file to an executable image, called a wrapper 
(fUetrulee^gent), etc* The wrapper can also contain the Agent Monitozmg System. 
5 The file/data can either be a specilic file/data paiUed in from the network via TCP/IP 
smfiBng. a file/data puDed from a specific location, or the file/data that is a result of an 
eattemalqueiy (database cal^« All cfthese actions are logged^ The executable image 
IB in a fbrmat ihat can be processed (^d, print, modify, delete, etc) by the Agent 
Monitoring System. 

10 D.2.6. Reporting System .-This process takes infimnation ftom the log files» roles, 
wrappors, etc. and prepares reports cm usage, activity etc 

D.3. Trade Secret System (TSS): This functional process manages the 
accountabihtyi awareness, secrecy, and security (foor trade secret pillars) status of 
each trade secret. Tliis process slso allows the user to dynamic change each of the four 
15 pillars to reflectstcategicchanipesin the buainess. The TSS is the pximaiy mechanism 
for creating the rules. 

D.3.i. AwarenessManager: Thisfiuictiontradisandl{^acompai^s(orentit/s)I^ 
Polides, managementoversie^tprooedtireSftiiedisssiiunationof anunderstandingof 
Public Disclosure (as defined by U.S. Law), the tracking and dissemination of What 
20 a Trade Secret is (according to U.S. Law). The purpose is to show that various 
supervision entities have created awareness for trade secrets as prescribed by law, and 
that the people who use the trade seczets have a clear understanding, and he nce 
accountability of the trade secrets ihat they use. 

D.8.1.1. Trade Secret Finder: This fonctkn determines potential trade secrets by 
26 "reading" files on the network and comparing ^ teact with lists of kc^ words and 
phrftfigs entered by the management Due is designed to be used periodically to 
maintain integrity of the system. Final decisions regarding a docomenta status are 
made by management 

D>3.L2. IVade Secret Eliminator: This function detemines which trade secrets 
80 should be demoted and removed from protection. By searchingby k^ word, date, and 
ttsaee» the fiinction intelHgently makes recommendations for removal. Final temoval 
is deternuned by management SeeKgare27. 

D.3.2. Accountability Mazuger: This ftittctbn tracks and logs a compan/s IP reviews, 
employment contracts/IP agreements. The purpose of this function is to track 
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coDttacts and paper trails that provide awareness of the trade secrets. Beporte horn 
this function give the complete detail on die level of trade secret usage/disdosuxe by 
aggregating class information, trade secret information, user activitifiB, user 
awareness acknowlcdgmeirts, andextemaldata togiveaxatangastot^ 

5 of thBCrade secret By measuring where the trade secret is used, how it is disclosed, 
bow it is protected, and employee awarenesB a rating can he generated. Intelligent 
eesrch function uses key words plus SIC Code and other merket-spedfic information 
to conduct a more intelligent search. This function empbys 'spider" erapbs and the 
psir-wise comparison methods described elsewhere herein. 

10 D.3.3. Secrecy Manager Ihis Ametion teacks and logs confidentiality agreements. 
puUications, vieaa releases, and marketing collateral associated with a coropan/s 
trade secrete. This process mmntains access to the external networks (Internet) and 
conducts k^-word searches to find other companies/disdosures of monitored trade 
secrets. There ai^ several third-party products that can be hooked into this ^st^^ 

16 to parfbrm this function. This process provides the interface. 

D.3.4. Security Manager: This function tracks and logs public access to workspaces, 
network security, B-mail, and demonsttationa. This process is the primary inter&ce 
to e-mail monitoring programs and external physical security systems (tracking ID 
card usage, etc.) 

20 This section further describes some typical use of the System. Becauseofthe 

nature of the System, it is not always possible to numericaDy delineate an exdusive 
sequence of events, however, each subparagraph reiafesents at least one (sometimes 
many) functional acg^ect of the system. Thace are three general functional Hows 
presented in l£his section: the user, the administrator, and the manager. Theuseris 

26 the pere on who wants to vie w/modifir the trade secret, die administrator sets up rules , 
wrappers, and aes^dirsctorie«/machine$ as trade secrete, and the manager defines 
trade secret pohcies and runsMews reports. 
U«er Flow, Network Monitoring and Protection 

If the name and password are valid, and the trade secret is allowed to be 

80 accessed by the user, than tahe file is wrapped according to the rules set forBi by the 
administrator. 

Wrapping takes place in the File Management Server and creates a binary 
oxeeutable of the file with the wtawing contents. The wrapper can also contoin the 
Agent Monitoring System (if CheUB^r does nothaveit, but it is required for ffis access). 
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The iUe is spat back to the user's PC. 

The user doublMllcka (or opens, or performs some other funotion which 
Mtiates access to the trade secret) on the trade secret file. 

If the wrapper required encryption, then the trade secr^ is decrypted. 
If ihe wrapper required a password, then the user ib prompted for the 
password* 

If the wrapper lequked a visual waiving then a •^lue screen" is presented to 
^he user so that the confidentiflhiy of the trade secret is described and the 

responsibilities to the user are presented. 
10 • KxheusertypesaninvdidpasewordXtiniea,theatbetrade8ectetisrendered 

inoperible (either deleted or stays dormant^ the appropriate Ic^ are generated by Ihe 
Agent Monitoring System, and if required the loff infomiatian is sent to the PQe 

Management Server. 

K the Agent Monitoring System (AMS) has been activated, then it begins 
16 recording activities defined by the administrator that occur on the trade secret 
document. 

If the AMS receives a command izom the user to view the trade secret^ then tba 
appropriate application is started (prdiably Adohe Acrobat witii modification 
attributes set on startup) and the document is di^layed. Depending on the deer's »r»- 
20 determined authorization, the application sUoto the user to rcad/write/dalete/update 
the trade secret. Each action by the user is logged locally, and can be communicated 
badL to the File Management Server. 

If the AMS determines that the trade secret should be deleted, then the AMS 
deletes ttiefde and performs tiie secure erasing melflmd. This activity is logged, and 
26 communicated back to the FMS is required. 

The xiser receives a mcul message informing him/her that new IP poHciea are 
now in place and ahould be reviewed for comphancs. The user reads the policy (on the 
internal web server) end responds by electronically signing the policy. 
Administration Flow, Network Monitoring and Protection 
80 The adminifitrBtor sets up the File Management Server to be wther in one of 

three modes: with the Agent Monitoring System running or without. If the Agent 
Monitoring System is running, this implies that the AMS software is either resident 
on the ueWs PC or the AMS software is wrapped wi<£h a requested file end sent to tho 
user's PC to be installed before the trade secret ic viewed. Using tihe AMS soEtwara 
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implies thai a greater level of protection is opemtz0Dal a$ die AM8 records information 
in addition to the File Management Server that records the indtiAl request. 

The edmirdstratotr farther sets tip the FMS by deciding whe&er the FM3 
should be set into ''sniffer* mode, where it simply records requests/receipts of trade 
6 secrete^or whether it should beset to intervene between every receipt by appropriately 
wrapping the trade secret with protections. 

n&e administrator seta up llie FMS to the of networirb) bdog xaoniiored, 
sud) as TCP. IPX, NetBUI, etc. and die types of networls packets being tracked, such 
as IP^ HTTP, etc. 

10 The administrator ueesnetwcnrk services to set up the FMS server as a cKent 

in the eysrem. This ensures that this server receives all updates uhmt user access^ 

inchxding the network password list 

The administrator runs the Trade Secret Finder to locate various tedesecrets. 

Krst, tiie administrator entered key words* prcQects, locations* servers* etc. and the 
15 Finder presents & list ofpoemblemadnneSffoldere, and docnimente to pTO This 

saves the administrator time in setting up t3ie system. 

The administrator selects any combination of servers* directories* and files to 

be designated as trade secrets. If no other actions are performed, Le., no rules are set 

up» tiien the FMS goes into default mode viriiere it simply records the access to each 
20 trade secret Access records contain file name* file location, user, date/time, and other 

identification. 

The administrator fiirther designates dasses of trade secrets. These dasses 
group the trade secrets accordingto policy defined at the compal^, such as by phyirical 
location* by server, by company dspartment, by directory, by trade secret type* etc. 

25 For example, the administrator may assigned the trade secret dass "research** to the 
servers located in the company^ research lab in Seattle, Washington. This preferably 
consists of the five machines and their ectttesponding files and directories. In another 
example^ the administrator majr define the class "project X" to indude the directories 
labeled C:\projectjc ctn tiie servers in Tampa« Florida and Pittsburgh, Pennsylvania. 

30 The purpose of defining dasses is to make the application of rules strnjAor. 

The administrator ftirther designates dasses of users. These dasses group 
users according to viewing restrictions. Clasees can be defined by location* by job 
fiinction. by current network access privilsgos, by department, by titl% by name, eta 
For example* the administrator may define all users who have the title ^research 

42 



PA(X4S/1S6'R(nfDATSfl(»20069:27:13PM [Eastern Daylig^^ 



AUG. 10.2006 6:46PM 



ZILKA-KOTAB. PC 



NO. 3821 P. 50 



wo 01/35277 PCiy05OO/3O$(» 

assistant** to a wr ciasd called "reseazch-afisistant*' and to have view-ozily acoese to 
any trade «acxet8. In anothet example, the admioidtrator may define users ^dio reside 
in OrlandOb Ploride to have view and modify writes to any trade secrets, as well as the 
ability to delete trade secrets Oiat have been downloaded to the users more than 80 
5 days. Or simply^ the administrator may select all users that live in Hedmond, 
Washington to a class labeled "redmond**. 

The administrator sets up rules by mapping either trade secrets or classes of 

> 

trade secrets with users or dasses cfuserSt And by addii^modifringfdeleting to flier 
file manipqlatian propertiee. For example, the admimstetoor sets user dass '"research 

10 assistant* (whidi has view-only aooess) to trade secret dase "research** (which can look 
at files on the Seattle^ Washington server). In addition, the administrator may elect 
to further refine this rule by requiring that all trade secrets are also encrypted and 
password protected. 

If the company is managing assets loaded into third^party databaseSt Le.» 

15 Oxadei DB2i Access, then only dasses of users can be designated. 

If databases arebeingmonitorBd, thaninaddition tousernuae, date/timei and 
other idmtxiying infomiation» the FM8 also records the database calls. 
Manager Row, Netw^k Monitoring and Protection 

A moi^ger decides to enter a new trade secret into the system. Since the 

20 physical file is already present on the company's network file systemi the manager 
uses a Windows !&^larer-like tool to find and select the desired iile. Selection takes 
place by pladng a check mark jiext to the file. Similarly, if die file is originBlly placed 
into an abready protected direetoiy, then the new file receives the same level of 
protection as the current files in the direcfiovy. 

25 The managerentersinformatianregardingtheownerdiipt economic value^ and 

key words to be associated with the trade secrets. 

A manager deddes to enter a new user. In this case, the manager uses a tool 
that brings up all oxsexs for the network. It is assumed that the new user has been 
added to the companys network file system. The manager then selects the user and 

30 either pate him/hsr into an easting das8» creates a new dass ibr that user, ot assigns 
access rights to the individual user. 

Hie manager is presented with a monthly RBIVIEW FOR REMOVAL report 
indicating files that need to be re-vsrified as trade secrets. This report Usta the trade 
secrets that are "owned" by him/her» the file, date, accesses, etc These files were 

48 



PA6ES0/1S6'RCVDAT«10/2006$:27:13PM|Eas(emDayGghtriine]'SVfc 



AUG. 10. 2006 6:46PM 



ZILKA-KOTAB. PC 



NO. 3821 P. 51 



wo 0W5277 PCTnJSOtW308« 

eiliher sdected by th© wtrfligeiit mnoval agent, or are aerated by edmimstrator 
direction in order to ka^ the system updated. The manager either diedcs or un- 
checks fflee Aat ehonld he removed. 

The manager enters IP policy fQes into the Awareoese Manager. 
5 • The manager selects an IP policy or policies and a class or dasses or users and 
reqaesti that a notice be sent to aU of theuserd On the selected class) informing them 
of oewIFpoHciee. 

The manager later views a USER AWARENESS report that indicates which 
employees have read and responded to the new polides. 
10 Themana8erentwsan0wvendoreontract.hceiisuigagreement.jointventu^ 

etc document that includes the disclosure of certain corporate trade secreta. This 
document la tied to &e trade secrets it covers so that trade secrets that leave the 
compaxvy and go into the hands of third parties can be tracked. 

When this third party relationship is temzinated, a THIRD PABXy 
16 DiSCLOSUBEreportof all disclosed trade seccetsis printed, and the trade secrets are 
either destroyed (and marked according in the system), or returned (and marked 
according^)' Theappropriatedatesandotherrelatedlnfodrmatlanareenteredmtothe 

^stem at this time. 

The manager pnnte out a trade secret along with a disclosure to give to a third 
20 party, this information is automatically recorded. 

A new employee is hired and entered into the system. Based on the user^s 
sssigtied class, a set of matezials dP policies, ngn- disclosure, etc) are automatically 
generated ajxdpxisted. Whan the docoments ate signed andzeturned to the empire 
file, this information is entered into the system. 
d6 The manager prints a TRADE SECRET DISCLOSURE xeptat that lists each 

trade secret, the users who have accessed it, what activities were perfoirmed on the 
trade secret, what tiie level of protection of the trade secret is, where it is located, and 
what third parties have the trade secret. 

The manogear prints a USER DISCLOSURE report that details the trade 
30 secrets accessed by the nser, the types of activities perfiDrmed on the trade seaet» and 
the time and date. Any obsolete trade secrets are listed as such, but all of the 
information is presented. 

AnemployeeterminatestheiYempIoyment. AlongwithaUS£RDISCIX>SUBE 
report, a form which indicates that the user is leaving, and a notice which infbnns the 
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employeeaboutthairrespoiisibiUtiestofceepi^listedtTadesecretsc^ TUb 

&rm 16 entered ixtto the eiapleyee file. 

The manager requests a FROTECTABHHY report. Based on types of 
disclosures, activities, level of awareness of users> public disdosures, this report 
5 provides a ratmg as to the proteccability of the trade secret. For example, if a trade 
secret has been accesaed by lueta that have not read the IP policies, tfaea the 
protectahOity is lower. 

The manager views a SECRECT report that detafla sospected expoaore of the 
trade sectot ontaide the corporate network aa weU as potent external intomation 
10 that could render the trade secret uedess. The managerreviews thisinfionnattan and 
determines the eoctent of exposure for each entry in the list. 

The manager is presented with various reports from external IPX systems via 
the SECURITY report. This aggregates information about e-mail, pb/sical security 
etc.» and relates it to the trade secrets. For example« e-mail scanners which have 
16 detected key words being eent to external parties might raise an alarm. Ayflical 
security which haa been compromised where trade secrets are located is an indicator 
of trade secrets to be flagged £ar possible removal. 

Purdier apedficati'on of the components of Che System follows: 
File Management System CEUB) 
30 A File Management System is advantageously located on an MMT or other 

oorpozate server. LAN packet detector and decoder technology (fianh as from 
Packetboyy Australia; IdnkView, www.linkview.com, US; NetSniffer. 
www.aBaBHL8efaetgmfferfindex.html: NeOaSay, Cinco) is employed in a manner tfiat 
wiUbeknown to those skilled in the art The IMS exists in promiscuous mode, and 
25 reads the packets. Beading a packet generally means to decode packet contents, 
determine if it contains data (ie trade secret) that is bedng monitored by reading 
results of the action completed below with respect to marked selections of £les being 
stored for monitoring. Monitored files are optionally and advantageously put into 
filters for the IAN detector; and positive filter results are placed into a file for use by 
30 the wrapper function descrilied below. V the packet contains a trade secret, then ft is 
sRkt to the wrapper application process 

File Selection id preferably witii dieck boxea (similar to Bacb^ ntilitiea). 
Functions are alternatively coded in VB uahig VTRBB routines, or such like as may 
be known to those skilled in the art. All servers, directories, files are prefsrably 
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enoorapssfied; eezvers, directories* as well as ffles may be adacted by <^kecldng a box. 
Marked salecdcms are tiien stored for monitorixig, eucb aa discassed above* 

TVade aecret claases are oreated (via eastom VB fuoctionB, or the lilce or 
equivalent aa mil be known to thoso akmed in the art, such a3 HTML and J ava codine 
5 equivalents to VB). The marked list from above, as modified by files suggested (or 
altemativdy deselected) by a user as part of the Agent Manitoru^ System (AMS) 
pxDcess discussed below, ia displayed- Trom here, selectioii and aggregation into 
claases procaeda. and input <^ trade aeeret attributaa, ^yp^ date, value, etc. far later 
reports is set up, and penniasio&s ate aarignad. 

10 UserclaBses are also created (vlaeustam VBfiinctions, or tbelikeoreqaivalent 

as will be known to those skiEed in the art, sudi aa HTML and JavA coding 
equivalents to VB) A network list of users is displayed, from which to select and 
«BB^gate into user classes, and pennissions are assigned. 

A rules comprises the identification of a trade secret with a user, (via custom 

lb VB fdocUona, or ttts like, a»d ilia lista of trade secretdaases and user claases from 
above aredisplayedandmatchedtoareatesuchrules. Permission assignmentcbanges 
are permitted fay authorised persons however. 

Wrapper fimctions. A file name is recnved tcom the filter results flmction 
above. A check is made to see if the file name is located in a database of rules. If not» 

20 then all dosses are checked. If still not located^ then default rules are assumed. The 
file containing trade secret and view attributes is then enoypted, compressed, and 
ripped Qf required), into a selfrextcacting exe called an .MMT {DataCloak) or otiher 
desired uniciue file extmsion, whereupon it is logged and sent in the requesting user. 
Agent Monitoring System (AMS) 

26 A PC sensor agent tiutt peribrms monitoring of the trade secret based on the 

wrapper resides on each user machine. The wrapper and contents are decoded and 
given to the PC sensor agent monitor. In addition, disk activity and frle activity on the 
PC are also monitored by a well known FQemon function, and keyboard activity is 
optionally monitored by a well known keyboard monitor function such as PCAGME. 

80 Beport of aU monitored activities is sent to the TSS described bdow. 

Whwtiieuser dicks on aJklMTfile, aPSIeViewer is automatically run that 
decrypts the file, asks for password, shows warning, etc first, and then runa a 
oaosventional file viewer aucb as that provided 1^ Adobe. The file can be displayed. 
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printed or modified usin? Adobe, if Adobe ie so coxifigured on the eyetem.. All such 
QCtivities are logged as described above. 

Using an otherwise oonventioixfll Explorer type interface, a ueer may use a 
Make Trade Sscrtt function as add-on to Bxplor» and so add check marks to a list of 
5 files to bo treated as trade secrets, as discussed above. Neceesaiy TS attributes are 
optionally piompted fbr. The file and attributes are sent in a message to an IP 
manager. IVede secrets may be removed in a like but reciprocal manner^ where one 
of the prompted attributes is a reasto far rmoval. 

Trade Secret System (TSS) 
10 AUIogsfrom theabovepaocessosareecUeotedforAccountabilityaiidAwHrenes. 

For AcoountabiHty, there are provided optionally a File Access report (by user, Qe. 

date, type, cIbbs, activities), a User report (by activities, file, type, dass), a Value 

report (by trade secret type, file, user, class), a PC Agent report (by user, file, action, 

dass, actiyities), and an External Publications croea-reference report. For Awareness, 

16 users and management alike can view (or enter) IP Folldes» cross referenced by file 
and dass, and a Share Fdides fonctSon makes polides available on tiie web, to induce 
and promote employee ocmplianoe. Appropriate usen can also view/eater IP 
Contracts, cross referenced by file and dass. 

A Secrecy Manager is provided preferably in the form of an Internet agent 

20 looking on the web for key word references that are linked to listed trade secrets that 
reports bade with listings of suspected TS usage a maimer like Web Ferret). 

A Seoorfty Manaser interfaces with workspace security and wifli e-mail 
secori^ and logs all external activities. 

With respect to Figures 44-65. ihe drawings, containinfi as they do unusually 

25 largeamountfi of text compared to more conventional patent diedosures* constxtute the 
pzdTerred embodiment fbr carrying out the inventive intentions of this disdosure. It 
is pzeseatly believed that the meane by whidi the various sdiemes hezein diaclosed, 
sodi as programming of web pages, back end databases^ networking, internet 
programming, and the like are all well within the knowledge cf those skilled in the 

30 computer end internet programming arts, and as audi are not required to be xedted 
in this disdosure. 

In compliance with the statute, the invention has been described in language 
more or less specific as to structoial featozee. It ia to be underetood« howovor, that the 
invention is not limited to the specific featores shown, since the means and 

47 



PAGE 54/1SS ' RCVD AT81«2I»69:27:13 PM [Eastem Daylight Time]* SVR:USPTO{FXRF-6»6* DNIS:2738300' CSID:4089714660' DURATION (nim-ss):38-14 



AU6. 10. 2006 6:47PM 



ZILKA-KOTAB. PC 



NO. 3821 P. 55 



WO0WS177 PCWJSW308W 
coi«triictt<m shown oompnsBprelWfiwiM 

inventioB is, thewrfow. dainied in any of itt fiomB or modificatiooft irtUiiii the 
legifeimete and valid scope of the appended daims. appiopriatefcr interpieted in 
accordanee with the docttine of equivalents. 
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CLAIMS 

We daim: 

1. A system for autpmaticdly summariring company inaovatioiis, the ayeteiii 
txaing intelligent agents to automatically perfbHn searches on the Internet to find 

S competing or anooaching ideas, the system generating reports which list potential 
competitive strengths or iveaknesses. 

2. A system for streamlining the process of oeating, preserving and protecting 
proprietary assets, wherein the system identifies, classifies, compiles, tracks and 
routes real-time data automadcallyon a continuous basis, and provides instant access 

10 to stoi«d database in&rmatiQn* eneb as trade secret archives, patent fihngSp computed 
valuations, user information and a variety <rf detailed reports, fiirther wherein an 
employee has instant access to her latest ixmovstions and proprietory materials, and 
constant supervision over them. 

3. The system of Claim 1 further comprising a query engine to determine and 
15 report some or all of the ideas that an individual has submitted over a selected time 

period. 

4. The system of Claim 4 fiirtberwherem employae perfocmanee, overall oorpotato 
innovation levds, and qualified and motivated employees are measured and 
determined in accordance with the innovatioas entered by employees into the ^tem. 

20 6. The system of Oaira 1 furlJier wherein the employee enters hours spent, along 
with oth» resources that contributed to the Innovation, so that I? assets can be 
assigned tangible values and traol:od on die company's balance sheet. 

6. The system of Claim 1 farther wherein empk^ees enter their intellectual 
creations (doooments. ideaSt schematics, etc.) and receive an immediate, time/date 

25 certafioatioA tberefior. 

7. The system of Claim 6, further wherein the employee can link more details oa 
each submission, and other users can email oonimenta and suggestions directly to the 
author, or optionally submit their own improvemente as a new or suj^emental 
innovation, 

SO 8. A system £or web based dsvebpment and exploitation of IP» the system 

comprising: 

a. an innovatoor attractian module; 

b. a developer attraction module; 
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c. a registration module; 

d. a match module; 

Tf^hcreby the registration module is adapted to accept and store dated related to an 
innovator and the innovator's innovation in on innovation database, and further 
5 whereby the match module is adepted to match a registered innovation and innovator 
with a developer having stated requirements and resources for development. 

9. The system of Claim 8, wherein the database is qperahly stored for random 
retrieval on a storage medium. 

10. The system of Claim 8. farther whsrmn updates and cluuoges to innovation 
10 related data are also stored in the innovation database. 

1 1 . The system of Claim 8, further wherein the match module is adapted to matdi 
one or more innovations with one or more developers 

12. The system of Claim 8, further comprising a tracking module, whereby any 
status or outcome of any matdiing activi^ r dated to the innovation is made av 

15 to a user. 

15. The system of Claim 12. wherein any status outcome of any matcbine 
activity related to the innovation is also operahly sioied in a tracking database Cor 
later retrieval by a user. 

14, The cyscem of Claim 13, wherein status or outcome of matching activity is fed 
20 for storage to the innovation database. 

16. ThB system of Claim 14 wherein the innovation database end the tracking 
database are intezoperab|y connected for data ehaiing. 

16. The ^stem ct Qaim 15, wherein at least one module xesides on a computing 
device. 

25 17. 71x0 system of Claim 16i wherein at least one dtffooit module resides on ^ 
different computing device, and the two computing devices are interconnected fiar data 
communication over an information network. 

18. The system of Claim 17, wherein the information network is a global 

■ 

infonutiwi network. 
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